THE NATIONAL ACADEMIES PRESS

This PDF is available at SHARE CI l]

DETAILS

AUTHORS

Visit the National Academies Press at NAP.edu and login or register to get:

+ $FFHVV WR IUHH 3') GRZQORDGV RI WKRXVDQGV RI VF
— 10% off the price of print titles
+ (PDLO RU VRFLDO PHGLD QRWL¢{FDWLRQV RI QHZ WLWOH R \R>

— Special offers and discounts

Distribution, posting, or copying of this PDF is strictly prohibited without written permission of the National Academies Press.
(Request Permission) Unless otherwise indicated, all materials in this PDF are copyrighted by the National Academy of Sciences.

Copyright © National Academy of Sciences. All rights reserved.


http://cart.nap.edu/cart/cart.cgi?list=fs&action=buy%20it&record_id=12507&isbn=978-0-309-12769-1&quantity=1
http://www.nap.edu/related.php?record_id=12507
http://www.nap.edu/reprint_permission.html
http://nap.edu
http://api.addthis.com/oexchange/0.8/forward/facebook/offer?pco=tbxnj-1.0&url=http://www.nap.edu/12507&pubid=napdigops
http://www.nap.edu/share.php?type=twitter&record_id=12507&title=Severe+Space+Weather+Events--Understanding+Societal+and+Economic+Impacts%3A+A+Workshop+Report
http://api.addthis.com/oexchange/0.8/forward/linkedin/offer?pco=tbxnj-1.0&url=http://www.nap.edu/12507&pubid=napdigops
mailto:?subject=null&body=http://nap.edu/12507

Committee on the Societal and Economic Impacts of Severe Space Weather Events: A Workshop

Space Studies Board

Division on Engineering and Physical Sciences


http://www.nap.edu/12507

THE NATIONAL ACADEMIES PRESS 500 Fifth Street, N.W. Washington, DC 20001

NOTICE: The project that is the subject of this report was approved by the Governing Board of the National Research Council,
whose members are drawn from the councils of the National Academy of Sciences, the National Academy of Engineering, and
the Institute of Medicine. The members of the commitésponsible for the report were chosen for their special competences
and with regard for appropriate balance.

This study is based on work supported by Contitl 06 CE15Bbetween the National Academy of Sciences and the National
Aeronautics and Space Administration. Any opinions, findings, conclusions, or recommendations expressed in this publication
are those of the author(s) and do not necessarily reflect the views of the #igermprpvided support for the project.

Cover: (Upper left) A looping eruptive prominence blasted out from a powerful active region on July 29, 2005, and within an
hour had broken away from the Sun. Active regions are areas of strong magnetic forces. Image courtd§y aff@@ect
of international cooperation between the European Space Agency and NASA.

International Standard Book Number 13: 978-0-309-12769-1
International Standard Book Number 10: 0-309-12769-6

Copies of this report are available free of charge from:
Space Studies Board

National Research Council

500 Fifth Street, N.W.

Washington, DC 20001

Additional copies of this report are available from the National Academies Press, 500 Fifth Street, N.W., Lockbox 285, Wash
ington, DC 20055; (800) 624-6242 or (202) 334-3313 (in the Washington metropolitan area); Internet, http://www.nap.edu.

Copyright 2008y the National Academy of Sciences. All rights reserved.

Printed in the United States of America


http://www.nap.edu/12507

The National Academy of Sciencess a private, nonprofit, self-perpetuating society of distinguished scholars engaged in
scientific and engineering research, dedicated to the furtherance of science and technology and to their use for the general
welfare. Upon the authority of the charter granted to it by the Congress in 1863, the Academy has a mandate that requires it to
advise the federal government on scientific and technical matters. Dr. Ralph J. Cicerone is president of the National Academy
of Sciences.

TheNational Academy of Engineeringwas established in 1964, under the charter of the National Academy of Sciences, as a
parallel organization of outstanding engineers. It is autonomous in its administration and in the selection of its members, shar
ing with the National Academy of Sciences the responsibility for advising the federal government. The National Academy of
Engineering also sponsors engineering programs aimed at meeting national needs, encourages education and research, and rec
ognizes the superior achievements of engineers. Dr. Charles M. Vest is president of the National Academy of Engineering.

The Institute of Medicine was established in 1970 by the National Academy of Sciences to secure the services of eminent
members of appropriate professions in the examination of policy matters pertaining to the health of the public. The Institute acts
under the responsibility given to the National Academy of Sciences by its congressional charter to be an adviser to the federal
government and, upon its own initiative, to identify issues of medical care, research, and education. Dr. Harvey V. Fineberg
is president of the Institute of Medicine.

The National Research Councilwas organized by the National Academy of Sciences in 1916 to associate the bread com
munity of science and technology with the Academy’s purposes of furthering knowledge and advising the federal government.
Functioning in accordance with general policies determined by the Academy, the Council has become the principal operating
agency of both the National Academy of Sciences and the National Academy of Engineering in providing services-to the gov
ernment, the public, and the scientific and engineering communities. The Council is administered jointly by both Academies
and the Institute of Medicine. Dr. Ralph J. Cicerone and Dr. Charles M. Vest are chair and vice chair, respectively, of the
National Research Council.

www.hational-academies.or g


http://www.nap.edu/12507

OTHER REPORTS OF THE SPACE STUDIES BOARD

Ensuring the Climate Record from the NPOESS and GOES-R Spacecraft: Elements of a Strategy to Recover
Measurement Capabilities Lost in Program Restructuring (2008)

Opening New Frontiers in Space: Choices for the Next New Frontiers Announcement of Opportunity (2008)

Science Opportunities Enabled by NASA's Constellation System: Interim Report (SSB with the Aeronautics and
Space Engineering Board [ASEB], 2008)

Space Science and the International Traffic in Arms Regulations: Summary of a Workshop (2008)

United States Civil Space Policy: Summary of a Workshop (SSB with ASEB, 2008)

Workshop Series on Issues in Space Science and Technology: Summary of Space and Earth Science Issues from
the Workshop on U.S. Civil Space Policy (2008)

Assessment of the NASA Astrobiology Institute (2007)

An Astrobiology Strategy for the Exploration of Mars (SSB with the Board on Life Sciences [BLS], 2007)

Building a Better NASA Workforce: Meeting the Workforce Needs for the National Vision for Space Explora
tion (SSB with ASEB, 2007)

Decadal Science Strategy Surveys: Report of a Workshop (2007)

Earth Science and Applications from Space: National Imperatives for the Next Decade and Beyond (2007)

Exploring Organic Environments in the Solar System (SSB with the Board on Chemical Sciences and Technol
ogy, 2007)

Grading NASA's Solar System Exploration Program: A Midterm Review (2007)

The Limits of Organic Life in Planetary Systems (SSB with BLS, 2007)

NASA's Beyond Einstein Program: An Architecture for Implementation (SSB with the Board on Physics and
Astronomy [BPA], 2007)

Options to Ensure the Climate Record from the NPOESS and GOES-R Spacecraft: A Workshop Report (2007)

A Performance Assessment of NASA's Astrophysics Program (SSB with BPA, 2007)

Portals to the Universe: The NASA Astronomy Science Centers (2007)

The Scientific Context for Exploration of the Moon (2007)

An Assessment of Balance in NASA's Science Programs (2006)

Assessment of NASA's Mars Architecture 2007-2016 (2006)

Assessment of Planetary Protection Requirements for Venus Missions: Letter Report (2006)

Distributed Arrays of Small Instruments for Solar-Terrestrial Research: Report of a Workshop (2006)

Issues Affecting the Future of the U.S. Space Science and Engineering Workforce: Interim Report (SSB with
ASEB, 2006)

Review of NASA's 2006 Draft Science Plan: Letter Report (2006)

The Scientific Context for Exploration of the Moprinterim Report (2006)

Space Radiation Hazards and the Vision for Space Exploration (2006)

Limited copies of these reports are available free of charge from:

Space Studies Board
National Research Council
The Keck Center of the National Academies
500 Fifth Street, N.W., Washington, DC 20001
(202) 334-3477/ssb@nas.edu
www.nationalacademies.org/ssb/ssb.html

NOTE: Listed according to year of approval for release, which in some cases precedes the year of publication.

iv


http://www.nap.edu/12507

COMMITTEE ON THE SOCIETAL AND ECONOMIC IMPACTS OF
SEVERE SPACE WEATHER EVENTS: A WORKSHOP

DANIEL N. BAKER, University of Colorado at BouldeGhair

ROBERTA BALSTAD, Center for International Earth Science Information Network, Columbia University
J. MICHAEL BODEAU, Northrop Grumman Space Technology

EUGENE CAMERON, United Airlines, Inc.

JOSEPH F. FENNELL, Aerospace Corporation

GENENE M. FISHER, American Meteorological Society

KEVIN F. FORBES, Catholic University of America

PAUL M. KINTNER, Cornell University

LOUIS G. LEFFLER, North American Electric Reliability Council (retired)
WILLIAM S. LEWIS, Southwest Research Institute

JOSEPH B. REAGAN, Lockheed Missiles and Space Company, Inc. (retired)
ARTHUR A. SMALL Ill, Pennsylvania State University

THOMAS A. STANSELL, Stansell Consulting

LEONARD STRACHAN, JR., Smithsonian Astrophysical Observatory

Staff

SANDRA J. GRAHAM, Study Director

THERESA M. FISHER, Program Associate
VICTORIA SWISHER, Research Associate
CATHERINE A. GRUBER, Assistant Editor


http://www.nap.edu/12507

SPACE STUDIES BOARD

CHARLES F. KENNEL, Scripps Institution of Oceanography, University of California, San Dtgir
A. THOMAS YOUNG, Lockheed Martin Corporation (retiretfjce Chair
DANIEL N. BAKER, University of Colorado

STEVEN J. BATTEL, Battel Engineering

CHARLES L. BENNETT, Johns Hopkins University

YVONNE C. BRILL, Aerospace Consultant

ELIZABETH R. CANTWELL, Oak Ridge National Laboratory

ANDREW B. CHRISTENSEN, Dixie State College and Aerospace Corporation
ALAN DRESSLER, Observatories of the Carnegie Institution

JACK D. FELLOWS, University Corporation for Atmospheric Research
FIONA A. HARRISON, California Institute of Technology

JOAN JOHNSON-FREESE, Naval War College

KLAUS KEIL, University of Hawaii

MOLLY K. MACAULEY, Resources for the Future

BERRIEN MOORE llI, University of New Hampshire

ROBERT T. PAPPALARDO, Jet Propulsion Laboratory

JAMES PAWELCZYK, Pennsylvania State University

SOROOSH SOROOSHIAN, University of California, Irvine

JOAN VERNIKOS, Thirdage LLC

JOSEPH F. VEVERKA, Cornell University

WARREN M. WASHINGTON, National Center for Atmospheric Research
CHARLES E. WOODWARD, University of Minnesota

ELLEN G. ZWEIBEL, University of Wisconsin

MARCIA S. SMITH, Director

Vi


http://www.nap.edu/12507

Preface

On October 30, 2003, the House Committee on Science, Subcommittee on Environment, Technology, and

Standards held a hearing on space weather and on the roles and responsibilities of the various agencies involved in

the collection, dissemination, and use of space weather data. Testimony was given by representatives from NOAA,
NASA, and the USAF as well as by representatives from different industries. Questions included, What is the
proper level of funding for agencies involved in space environmental predictions? and, What is the importance of
such predictions to industry and commerce?

Coincidentally, and rather remarkably, at that very time the Sun exhibited some of its strongest eruptive activ
ity in the last three decades. Enormous outbursts of energy from the Sun during late October and early November

2003 produced intense solar energetic particle events and triggered severe geomagnetic storms, the wide ranging

effects of which were described as follows:

The Sydkraft utility group in Sweden reported that strong geomagnetically induced currents (GIC) over Northern
Europe caused transformer problems and even a system failure and subsequent blackout. Radiation storm levels were
high enough to prompt NASA officials to issue a flight directive to the ISS astronauts to take precautionary shelter.
Airlines took unprecedented actions in their high latitude routes to avoid the high radiation levels and communication
blackout areas. Rerouted flights cost airlines $10,000 to $100,000 per flight. Numerous anomalies were reported by
deep space missions and by satellites at all orbits. GSFC Space Science Mission Operations Team indicated that ap
proximately 59% of the Earth and Space science missions were impacted. The storms are suspected to have caused
the loss of the $640 million ADEOS-2 spacecraft. On board the ADEOS-2 was the $150 million NASA SeaWinds
instrument. Due to the variety and intensity of this solar activity outbreak, most industries vulnerable to space weather
experienced some degree of impact to their operations.

These events reminded scientists and policy makers alike how significantly the space environment can affect
human society and its various space- and ground-based technologies.
Motivated by the October-November 2003 events (popularly known as the Halloween storms of 2003), the

Committee on Solar and Space Physics (CSSP) of the National Research Council (NRC) began to consider the

need to assess systematically the societal and economic impacts of what is now known widely as “space weather.

INOAA, Intense Space Weather Storms October 19-November 07, R0@3A National Weather Service, Silver Spring, Md., April 2004,
p. 1.
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The nation’s vulnerability to space weather effects is an issue of increasing cofoeraxample, long-line

power networks connecting widely separated geographic areas may absorb damaging electrical currents induced
by geomagnetic storms. Similarly, the miniaturization of electronic components used in spacecraft systems makes
them potentially more susceptible to damage by energetic particles produced during space weather disturbances.
The United States also has a continuous human presence in space on the International Space Station, and the
president and NASA have put into place a program to expand the activities of the United States as a space-faring
nation with a future permanent settlement on the Moon and eventually a mission to Mars. However, despite all of
these potential vulnerabilities to the effects of space weather, relatively few detailed studies of the socioeconomic
impacts of severe space weather events have been carried out.

In 2007 the Committee on the Societal and Economic Impacts of Severe Space Weather Events: A Workshop,
operating under the auspices of the Space Studies Board (SSB) of the National Academies, was charged to convene
a public workshop that would feature invited presentations and discussion to assess the nation’s current and future
ability to manage the effects of space weather events and their societal and economic impacts. Although cost-ben
efit analyses of terrestrial weather observing systems and mitigation strategies have a long history, similar studies
for space weather are lacking. Workshop sessions were intended to look at the effects of historical space weather
events; in particular, an examination of the record solar storms of October-November 2003 was intended to focus
the presentations and provide data to project future vulnerabilities. The inclusion of historic events and intervals was
important in order to capture the breadth of space weather impacts (which can be different from event to event). A
goal was also to understand impacts that occur during nonstorm times. The workshop was also to include sessions
on how space weather impacts might change with time as technologies evolve and new technologies appear.

To meet the goals established within the NRC guidelines, the committee invited a wide range of attendees for
a 1¥-day public workshop in Washington, D.C., on May 22-23, 2008. Participants were drawn from a broad cross
section of those interested in or directly affected by severe space weather events, including government agencies
and industry as well as private vendors of space weather services. The workshop provided an initial forum for
gathering information on specific space weather effects and on the status and unmet challenges of forecasting.
Copies of the presentations made at the workshop can be viewed onhttp:Atvww7.nationalacademies.org/
ssh/spaceweather08_presentations.html.

Because of the original multiagency flavor of the planning for the workshop, there were elements of the study
statement of task (given in Appendix A) that raised questions about how certain ground-based (National Science
Foundation (NSF)-sponsored) facilities might be used to forecast or mitigate space weather effects. However, as
the planning progressed and the scope of the required work grew clearer, it became obvious that in order to address
the task’s primary theme of socioeconomic impacts within the time and resources available, the effort needed to
hew to the principal issues of civilian, military, and commercial impacts of space weather and mitigation strategies
based on operational capabilities. The workshop and its goals reflect this more focused approach. This approach
did elicit discussion of a number of flight instruments such as the solar wind monitor on NASA's ACE (Advanced
Composition Explorer) spacecraft, but little or no discussion of instrument(s) such as DASI (Distributed Arrays
of Small Instruments), FASR (Frequency-Agile Solar Radiotelescope), and AMISR (Advanced Modular-Incoher
ent Scatter Radar), which were still at the concept stage, under development, or under construction, respectively,
at the time of the workshop. The scientific bases for DASI, FASR, and AMISR have been addressed in previous
NRC report$#° and their utilization for space weather purposes remains an active goal of the NSF as-the facili
ties come fully online.

This report of the workshop was prepared by the organizing committee. The report summarizes the workshop

20ffice of the Federal Coordinator for Meteorology (OFCR@port of the Assessment Committee for the National Space Weather Program,
FCM-R24-2006, OFCM, Silver Spring, Md., 2006, p. 1, available at http://www.ofcm.gov/r24/fcm-r24.htm.

SNational Research Counciistributed Arrays of Small Instruments for Solar-Terrestrial Research: A Workshop R&pertlational
Academies Press, Washington, D.C., 2006

4National Research Councithe Sun to the Earthand Beyond: A Decadal Research Strategy in Solar and Space PHAywcKlational
Academies Press, Washington, D.C., 2003.

SNational Research Councifround-Based Solar Research: An Assessment and Strategy for the Nativeal Academy Press, Wash
ington, D.C., 1998.
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proceedings but does not offer any recommendations. Instead, the workshop was intended to help gather informa
tion and identify issues for analysis in a possible follow-on study that could provide recommendations on future
space weather programs, resource needs, and interagency coordination to improve services and knowledge for
those affected by space weather.

The organizing committee is deeply appreciative of the time and effort contributed by people from industry,
government, and academia. It is the committee’s hope that the present report will provide policy makers and the
general public with a better understanding of the importance of space weather to a wide range of economic and
societal activities and light the way to future analyses and assessments.
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Summary

SOCIETAL CONTEXT

Modern society depends heavily on a variety of technologies that are susceptible to the extremes of space
weather—severe disturbances of the upper atmosphere and of the near-Earth space environment that are driven by
the magnetic activity of the Sun. Strong auroral currents can disrupt and damage modern electric power grids and
may contribute to the corrosion of oil and gas pipelines. Magnetic storm-driven ionospheric density disturbances
interfere with high-frequency (HF) radio communications and navigation signals from Global Positioning System
(GPS) satellites, while polar cap absorption (PCA) events can degrade—and, during severe events, completely black
out—HF communications along transpolar aviation routes, requiring aircraft flying these routes to be diverted to
lower latitudes. Exposure of spacecraft to energetic particles during solar energetic particle events and radiation
belt enhancements can cause temporary operational anomalies, damage critical electronics, degrade solar arrays,
and blind optical systems such as imagers and star trackers.

The effects of space weather on modern technological systems are well documented in both the technical lit
erature and popular accounts. Most often cited perhaps is the collapse within 90 seconds of northeastern Canada’s
Hydro-Quebec power grid during the great geomagnetic storm of March 1989, which left millions of people
without electricity for up to 9 hours. This event exemplifies the dramatic impact that extreme space weather can
have on a technology upon which modern society in all of its manifold and interconnected activities and functions
critically depends.

Nearly two decades have passed since the March 1989 event. During that time, awareness of the risks of
extreme space weather has increased among the affected industries, mitigation strategies have been developed, new
sources of data have become available (e.g., the upstream solar wind measurements from the Advanced Composi
tion Explorer), new models of the space environment have been created, and a national space weather infrastructure
has evolved to provide data, alerts, and forecasts to an increasing number of users.

Now, 20 years later and approaching a new interval of increased solar activity, how well equipped are we to
manage the effects of space weather? Have recent technological developments made our critical technologies more
or less vulnerable? How well do we understand the broader societal and economic impacts of extreme space weather
events? Are our institutions prepared to cope with the effects of a “space weather Katrina,” a rare, but according
to the historical record, not inconceivable eventuality? On May 22 and 23, 2008, a workshop held in Washington,
D.C., under the auspices of the National Research Council brought together representatives of industry, the federal
government, and the social science community to explore these and related questions. This report was prepared

1
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2 SEVERE SPACE WEATHER EVENTS—UNDERSTANDING SOCIETAL AND ECONOMIC IMPACTS

by members of the ad hoc committee that organized the workshop, and it summarizes the key themes, ideas, and
insights that emerged during the 1% days of presentations and discussions.

THE IMPACT OF SPACE WEATHER

Modern technological society is characterized by a complex interweave of dependencies and interdependencies
among its critical infrastructures. A complete picture of the socioeconomic impact of severe space weather must
include both direct, industry-specific effects (such as power outages and spacecraft anomalies) and the collateral
effects of space-weather-driven technology failures on dependent infrastructures and services.

Industry-specific Space Weather Impacts

The main industries whose operations can be adversely affected by extreme space weather are the electric
power, spacecraft, aviation, and GPS-based positioning industries. The March 1989 blackout in Quebec and the
forced outages of electric power equipment in the northeastern United States remain the classic example of the
impact of a severe space weather event on the electric power industry. Several examples of the impact of space
weather on the other industries are cited in the report:

u The outage in January 1994 of two Canadian telecommunications satellites during a period of enhanced
energetic electron fluxes at geosynchronous orbit, disrupting communications services nationwide. The first
satellite recovered in a few hours; recovery of the second satellite took 6 months and cost $50 million to
$70 million.

u The diversion of 26 United Airlines flights to non-polar or less-than-optimum polar routes during several
days of disturbed space weather in January 2005. The flights were diverted to avoid the risk of HF radio black
outs during PCA events. The increased flight time and extra landings and takeoffs required by such route changes
increase fuel consumption and raise cost, while the delays disrupt connections to other flights.

u Disabling of the Federal Aviation Administration’s recently implemented GPS-based Wide Area Augmenta
tion System (WAAS) for 30 hours during the severe space weather events of October-November 2003.

With increasing awareness and understanding of space weather effects on their technologies, industries have
responded to the threat of extreme space weather through improved operational procedures and technologies. As
just noted, airlines re-route flights scheduled for polar routes during intense solar energetic particle events in order
to preserve reliable communications. Alerted to an impending geomagnetic storm by NOAAs Space Weather
Prediction Center (SWPC) and monitoring ground currents in real-time, power grid operators take defensive mea
sures to protect the grid against geomagnetically induced currents (GICs). Similarly, under adverse space weather
conditions, launch personnel may delay a launch, and satellite operators may postpone certain operations (e.g.,
thruster firings). For the spacecraft industry, however, the primary approach to mitigating the effects of space
weather is to design satellites to operate under extreme environmental conditions to the maximum extent possible
within cost and resource constraints. GPS modernization through the addition of two new navigation signals and
new codes is expected to help mitigate space weather effects (e.g., ranging errors, fading caused by ionospheric
scintillation), although to what degree is not known. These technologies will come on line incrementally over the
next 15 years as new GPS satellites become operational. In the meantime, the Federal Aviation Administration will
maintain “legacy” non-GPS-based navigation systems as a backup, while other GPS users (e.g., offshore drilling
companies) can postpone operations for which precision position knowledge is required until the ionospheric
disturbance is over.

The Collateral Impacts of Space Weather

Because of the interconnectedness of critical infrastructures in modern society, the impacts of severe space
weather events can go beyond disruption of existing technical systems and lead to short-term as well as to long-term
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collateral socioeconomic disruptions. Electric power is modern society’s cornerstone technology, the technology
on which virtually all other infrastructures and services depend. Although the probability of a wide-area electric
power blackout resulting from an extreme space weather event is low, the consequences of such an event could
be very high, as its effects would cascade through other, dependent systems. Collateral effects of a longer-term
outage would likely include, for example, disruption of the transportation, communication, banking, and finance
systems, and government services; the breakdown of the distribution of potable water owing to pump failure; and
the loss of perishable foods and medications because of lack of refrigeration. The resulting loss of services for a
significant period of time in even one region of the country could affect the entire nation and have international
impacts as well.

Extreme space weather events are low-frequency/high-consequence (LF/HC) events and as such present—in
terms of their potential broader, collateral impacts—a unique set of problems for public (and private) institutions
and governance, different from the problems raised by conventional, expected, and frequently experienced events.
As a consequence, dealing with the collateral impacts of LF/HC events requires different types of budgeting and
management capabilities and consequently challenges the basis for conventional policies and risk management
strategies, which assume a universe of constant or reliable conditions. Moreover, because systems can quickly
become dependent on new technologies in ways that are unknown and unexpected to both developers and users,
vulnerabilities in one part of the broader system have a tendency to spread to other parts of the system. Thus, it is
difficult to understand, much less to predict, the consequences of future LF/HC events. Sustaining preparedness
and planning for such events in future years is equally difficult.

Future Vulnerabilities

Our knowledge and understanding of the vulnerabilities of modern technological infrastructure to severe
space weather and the measures developed to mitigate those vulnerabilities are based largely on experience and
knowledge gained during the past 20 or 30 years, during such episodes of severe space weather as the geomagnetic
superstorms of March 1989 and October-November 2003. As severe as some of these recent events have been, the
historical record reveals that space weather of even greater severity has occurred in the past—e.g., the Carrington
event of 1859 and the great geomagnetic storm of May 1921—and suggests that such extreme events, though
rare, are likely to occur again some time in the future. While the socioeconomic impacts of a future Carrington
event are difficult to predict, it is not unreasonable to assume that an event of such magnitude would lead to much
deeper and more widespread socioeconomic disruptions than occurred in 1859, when modern electricity-based
technology was still in its infancy.

A more quantitative estimate of the potential impact of an unusually large space weather event has been
obtained by examining the effects of a storm of the magnitude of the May 1921 superstorm on today’s electric
power infrastructure. Despite the lessons learned since 1989 and their successful application during the October-
November 2003 storms, the nation’s electric power grids remain vulnerable to disruption and damage by severe
space weather and have become even more so, in terms of both widespread blackouts and permanent equipment
damage requiring long restoration times. According to a study by the Metatech Corporation, the occurrence today
of an event like the 1921 storm would result in large-scale blackouts affecting more than 130 million people and
would expose more than 350 transformers to the risk of permanent damage.

SPACE WEATHER INFRASTRUCTURE

Space weather services in the United States are provided primarily by NOAAs SWPC and the U.S. Air Force’s
(USAF's) Weather Agency (AFWA), which work closely together to address the needs of their civilian and military
user communities, respectively. The SWPC draws on a variety of data sources, both space- and ground-based,
to provide forecasts, watches, warnings, alerts, and summaries as well as operational space weather products to
civilian and commercial users. Its primary sources of information about solar activity, upstream solar wind condi
tions, and the geospace environment are NASA's Advanced Composition Explorer (ACE), NOAA's GOES and
POES satellites, magnetometers, and the USAF’s solar observing networks. Secondary sources include SOHO and


http://www.nap.edu/12507

4 SEVERE SPACE WEATHER EVENTS—UNDERSTANDING SOCIETAL AND ECONOMIC IMPACTS

STEREO as well as a number of ground-based facilities. Despite a small and unstable budget (roughly $6 million
to $7 million U.S. dollars annually) that limits capabilities, the SWPC has experienced a steady growth in customer
base, even during the solar minimum years, when disturbance activity is lower. The focus of the USAF’s space
weather effort is on providing situational knowledge of the real-time space weather environment and assessments
of the impacts of space weather on different Department of Defense missions. The Air Force uses NOAA data
combined with data from its own assets such as the Defense Meteorological Satellites Program satellites, the Com
munications/Navigation Outage Forecasting System, the Solar Electro-Optical Network, the Digital lonospheric
Sounding System, and the GPS network.

NASA is the third major element in the nation’s space weather infrastructure. Although NASAs role is
scientific rather than operational, NASA science missions such as ACE provide critical space weather informa
tion, and NASA's Living with a Star program targets research and technologies that are relevant to operations.
NASA-developed products that are candidates for eventual transfer from research to operations include sensor
technology and physics-based space weather models that can be transitioned into operational tools for forecasting
and situational awareness.

Other key elements of the nation’s space weather infrastructure are the solar and space physics research com
munity and the emerging commercial space weather businesses. Of particular importance are the efforts of these
sectors in the area of model development.

Space Weather Forecasting: Capabilities and Limitations

One of the important functions of a nation’s space weather infrastructure is to provide reliable long-term fore
casts, although the importance of forecasts varies according to intl\dttylong-term (1- to 3-day) forecasts
and minimal false alarnisthe various user communities can take actions to mitigate the effects of impending solar
disturbances and to minimize their economic impact. Currently, NOAA's SWPC can make probability forecasts
of space weather events with varying degrees of success. For example, the SWPC can, with moderate confidence,
predict the occurrence probability of a geomagnetic storm or an X-class flare 1 to 3 days in advance, whereas its
capability to provide even short-term (less than 1 day) or long-term forecasts of ionospheric disturbances—infor
mation important for GPS users—is poor. The SWPC has identified a number of critical steps needed to improve
its forecasting capability, enabling it, for example, to provide high-confidence long- and short-term forecasts of
geomagnetic storms and ionospheric disturbances. These steps include securing an operational solar wind monitor
at L1; transitioning research models (e.g., of coronal mass ejection propagation, the geospace radiation environ
ment, and the coupled magnetosphere/ionosphere/atmosphere system) into operations, and developing precision
GPS forecast and correction tools. The requirement for a solar wind monitor at L1 is particularly important because
ACE, the SWPC'’s sole source of real-time upstream solar wind and interplanetary magnetic field data, is well
beyond its planned operational life, and provisions to replace it have not been made.

UNDERSTANDING THE SOCIETAL AND ECONOMIC IMPACTS OF SEVERE SPACE WEATHER

The title of the workshop on which this report is based, “The Societal and Economic Impacts of Severe Space
Weather,” perhaps promised more than this subsequent report can fully deliver. What emerged from the presenta
tions and discussions at the workshop is that the invited experts understand well the effects of at least moderately
severe space weather on specific technologies, and in many cases know what is required to mitigate them, whether
enhanced forecasting and monitoring capabilities, new technologies (new GPS signals and codes, new-generation
radiation-hardened electronics), or improved operational procedures. Limited information was also provided—and
captured in this report—on the costs of space weather-induced outages (e.g., $50 million to $70 million to restore
the $290 million Anik E2 to operational status) as well as of non-space-weather-related events that can serve as
proxies for disruptions caused by severe space storms (e.g., $4 billion to $10 billion for the power blackout of
August 2003), and an estimate of $1 trillion to $2 trillion during the first year alone was given for the societal and
economic costs of a “severe geomagnetic storm scenario” with recovery times of 4 to 10 years.
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Such cost information is interesting and useful—but as the outcome of the workshop and this report make
clear, it is at best only a starting point for the challenge of answering the question implicit in the title: What are the
societal and economic impacts of severe space weather? To answer this question quantitatively, multiple variables
must be taken into account, including the magnitude, duration, and timing of the event; the nature, severity, and
extent of the collateral effects cascading through a society characterized by strong dependencies and-interdepen
dencies; the robustness and resilience of the affected infrastructures; the risk management strategies and policies
that the public and private sectors have in place; and the capability of the responsible federal, state, and local
government agencies to respond to the effects of an extreme space weather event. While this workshop, along with
its report, has gathered in one place much of what is currently known or suspected about societal and economic
impacts, it has perhaps been most successful in illuminating the scope of the myriad issues involved, and the gaps
in knowledge that remain to be explored in greater depth than can be accomplished in a workshop. A quantita
tive and comprehensive assessment of the societal and economic impacts of severe space weather will be a truly
daunting task, and will involve questions that go well beyond the scope of the present report.

NOTES

1. The Carrington event is by several measures the most severe space weather event on record. It produced several
days of spectacular auroral displays, even at unusually low latitudes, and significantly disrupted telegraph services around the
world. It is named after the British astronomer Richard Carrington, who observed the intense white-light flare associated with
the subsequent geomagnetic storm.

2. For the spacecraft industry, for example, space weather predictions are less important than knowledge of climatology
and especially of the extremes within a climate record.

3. False alarms are disruptive and expensive. Accurate forecasts of a severe magnetic storm would allow power com
panies to mitigate risk by canceling planned maintenance work, providing additional personnel to deal with adverse effects,
and reducing the amount of power transfers between adjacent systems in the grid. However, as was pointed out during the
workshop, if the warning proved to be a false alarm and planned maintenance was canceled, the cost of large cranes, huge
equipment, and a great deal of material and manpower sitting idle would be very high.


http://www.nap.edu/12507

Introduction

HISTORICAL B ACKGROUND

As evidenced in both ancient legend and the historical record, human activities, institutions, and technologies
have always been prey to the extremes of weather—to droughts and floods, ice storms and blizzards, hurricanes
and tornados. Around the middle of the 19th century, however, society in the developed parts of the world became
vulnerable to a different kind of extreme weather as well—to severe disturbances of the upper atmosphere and
the near-Earth space environment driven by the magnetic activity of the Sun. Although the nature of the solar-
terrestrial connection was not understood at the time, such disturbances were quickly recognized as the culprit
behind the widespread disruptions that periodically plagued the newly established and rapidly expanding telegraph
networks. During the following century and a half, with the growth of the electric power industry, the develop
ment of telephone and radio communications, and a growing dependence on space-based communications and
navigation systems, the vulnerability of modern society and its technological infrastructure to “space weather”
has increased dramatically.

The adverse effects of extreme space weather on modern technology—power grid outages, high-frequency
communication blackouts, interference with Global Positioning System (GPS) navigation signals, spacecraft
anomalies—are well known and well documented. The physical processes underlying space weather are also gener
ally well understood, although our ability to forecast extreme events remains in its infancy. Less well documented
and understood, however, are the potential economic and societal impacts of the disruption of critical technologi
cal systems by severe space weather. Defining and quantifying these impacts presents a number of questions and
challenges with respect to the gathering of the necessary data, the methodology for assessing the risks of severe
space weather disturbances as low-frequency/high-consequence events, the perception of risk on the part of policy
makers and stakeholders, and the development of appropriate risk management strategies.

As a first step toward charting the dimensions of the problem of determining the socioeconomic impacts of
extreme space weather events and addressing the questions of space weather risk assessment and management, a
public workshop was held on May 22-23, 2008, in Washington, D.C., under the auspices of the National Research
Council's (NRC’s) Space Studies Board. The workshop brought together representatives of industry, the govern
ment, and academia (attendees are listed in Appendix B) to consider both direct and collateral effects of severe
space weather events, the current state of the space weather services infrastructure in the United States, the needs
of users of space weather data and services, and the ramifications of future technological developments-for contem
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porary society’s vulnerability to space weather. The workshop concluded with a discussion of “the way forward,”

in which the participants identified un- or underexplored topics relevant to the question of space weather impacts,
highlighted various weaknesses in the existing space weather services infrastructure, and suggested improvements
that would yield the greatest benefits in space weather risk management.

The key themes, ideas, and insights that emerged during the workshop’s 1% days of informative presentations
and lively discussions are summarized in this report, which was prepared by the members of the ad hoc-NRC Com
mittee on the Societal and Economic Impacts of Severe Space Weather Events: A Workshop tasked with organizing
the workshop (Appendix D). To set the stage for the chapters that follow, we begin with a description of the mag
netic superstorms of August-September 1859, by some measures the most severe space weather event on record.
Known as the Carrington event, the 1859 storms were referred to throughout the workshop as an example of the
kind of extreme space weather event that, if it were to occur today, could have profound societal and economic
consequences, with cascading effects throughout the complex and interrelated infrastructures of modern society.

The Great Magnetic Storms of August-September 1859 (the Carrington Event)

Shortly after midnight on September 2, 1859, campers in the Rocky Mountains were awakened by an “auroral
light, so bright that one could easily read common print.” The campers’ account, publiihedRiocky Mountain
News continues, “Some of the party insisted that it was daylight and began the preparation of bPegidfaten
hundred miles to the east, Henry C. Perkins, a respected physician in Newburyport, Massachusetts, observed “a
perfect dome of alternate red and green streamers” over New England. To the citizens of Havana, Cuba, the sky that
night “appeared stained with blood and in a state of general conflagration” (Figure 1.1). Dramatic auroral displays
had been seen five nights before as well, on the night of August 28/29, when (again in the words of Dr. Perkins)
“the whole celestial vault was glowing with streamers, crimson, yellow, and white, gathered into waving brilliant
folds.” In New York City, thousands gathered on sidewalks and rooftops to watch “the heavens . . . arrayed in a
drapery more gorgeous than they have been for years.” The aurora that New Yorkers witnessed that Sunday night,
TheNew York Timeassured its readers, “will be referred to hereafter among the events which occur but once or
twice in a lifetime.®

From August 28 through September 4, auroral displays of extraordinary brilliance were observed throughout
North and South America, Europe, Asia, and Australia, and were seen as far south as Hawaii, the Caribbean, and
Central America in the Northern Hemisphere and in the Southern Hemisphere as far north as Santiago, Chile (Figure
1.2)4 Even after daybreak, when the aurora was no longer visible, its presence continued to be felt through the effect
of the auroral currents. Magnetic observatories recorded disturbances in Earth’s field so extreme that magnetometer
traces were driven off scale, and telegraph networks around the world—the “Victorian Iftemaierienced
major disruptions and outages. “The electricity which attended this beautiful phenomenon took possession of the
magnetic wires throughout the country,” thhiladelphia Evening Bulletineported, “and there were numerous
side displays in the telegraph offices where fantastical and unreadable messages came through the instruments, and
where the atmospheric fireworks assumed shape and substance in brilliant%|resks&ral locations, operators
disconnected their systems from the batteries and sent messages using only the current induced by’the aurora.

The auroras were the visible manifestation of two intense magnetic storms that occurred near the peak of the
sunspot cycle. On September 1, the day before the onset of the second storm, Richard Carrington, a British amateur
astronomer, observed an outburst of “two patches of intensely bright and whité fight”a large and complex
group of sunspots near the center of the Sun’s disk. The outburst lasted 5 minutes and was also observed, indepen
dently, by Richard Hodgson from his home observatory near London. Carrington noted that the solar outburst—a
white-light flare—was followed the next day by a magnetic storm, but he cautioned against inferring a causal
connection between the two events. “One swallow,” he is reported to have said, “does not make a%summer.”

Space Weather: “The Mysterious Connection Between the Solar Spots and Terrestrial Magnetism”

The dazzling auroral displays, magnetic disturbances, and disruptions of the telegraph network that occurred
between August 28 and September 4, 1859, were recognized by contemporary observers—at least the scientifically
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FIGURE 1.1"The red light was so vivid that the roofs of the houses and the leaves of the trees appeared as if covered with
blood” (report of the aurora seen in San Salvador, September 2, 1859; see note 2 at the end of this chapter). Low-latitude red
auroras, such as those widely reported to have been observed during the Carrington event, are a characteristic feature of major
geomagnetic storms. The aurora shown here was photographed over Napa Valley, California, during the magnetic storm of
November 5, 2001. Reprinted with permission from D. Obudzinski (www.borealis2000.com). © Dirk Obudzinski 2001.

FIGURE 1.2 Locations of reported auroral observations during the first ~1.5 hours of the September 2, 1859, magnetic storm
(orange dots). Courtesy J.L. Green, NASA
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informed among them—as especially spectacular manifestations of a “mysterious connection between the solar
spots and terrestrial magnetisti.This connection had been established earlier in the decade on the basis of the
regular correspondence observed between changes in Earth’s magnetic field and the number ofswedpots.
established by this time as well was the “intimate and constant connection between the phenomena of the aurora
borealis and terrestrial magnetist.And by the mid-1860s, Hermann Fritz in Zirich and Elias Loomis at Yale

would furnish convincing evidence of a link between the occurrence of the aurora and the sunspbt\ticle.

must therefore conclude,” Loomis wrotehtarper's New Monthly Magazinéthat these three phenomena—the

solar spots, the mean daily range of the magnetic needle, and the frequency of auroras—are somehow dependent
the one upon the other, or all are dependent upon a common ¥ause.”

Although the existence of the link among solar, geomagnetic, and auroral phenomena was recognized by the
time of the 1859 events, the nature of this link was not understood. The white-light flare observations by Carrington
and Hodgson furnished a critical clue. But it would not be until the 1930s that the significance of their observations
was appreciated, and a full picture of the phenomena that constitute what we now call “space weather” would not
emerge until well into the space age.

A major turning point in our understanding of space weather came with the discovery of coronal mass ejections
(CMEs) in the 1970s and with the recognition that these, rather than eruptive flares, are the cause of non-recurrent
geomagnetic stormi$.Large-scale eruptions of plasma and magnetic fields from the Sun’s corona, CMESs contain
as much as 20 grams or more of coronal material and travel at speeds as high as 3000 kilometers/second, with
a kinetic energy of up to $#dergs!’ Eruptive flares and CMEs occur most often around solar maximum and
result from the release of energy stored in the Sun’s magnetic field. CMEs and flares can occur independently
of one another; however, both are generally observed at the start of a space weather event that leads to a large
magnetic storm. To be maximally geoeffective, i.e., to drive a magnetic storm, a CME must (1) be launched
from near the center of the Sun onto a trajectory that will cause it to impact Earth’s magnetic field; (2) be fast
( dL000 kilometers/second) and massive, thus possessing large kinetic energy; and (3) have a strong magnetic field
whose orientation is opposite that of Earéi¥'s.

The cause of the magnetic storm that began on September 2, 1859, was thus not the highly enéfybtit flare
Carrington and Hodgson had observed the previous morning. It was a fast CME launched from or near the same
giant sunspot region just northwest of the Sun’s center that had produced the flare. Had the Solar and Heliospheric
Observatory (SOHO) been in operation in 1859, its Large-Angle and Spectrometric Coronagraph (LASCO) would
have observed the CME some 20 minutes or so after the flare’s peak emission at 11:15 GMT. The CME would
have appeared as a bright “halo” of material surrounding the occulted solar disk, indicating that it was headed
directly toward Earth (Figure 1.3). Between the time of the flare/CME eruption on September 1 and the onset of
the magnetic storm the next morning, 17 hours and 35 minutes efd@3riting the mean distance between
Earth and the Sun by the 17.5-hour propagation time yields a speed of approximately 2300 kilometers per second,
making the CME of September 1, 1859, the second fastest CME on #&cord.

Moving substantially faster than the surrounding medium, fast CMEs create a shock wave that accelerates
coronal and solar wind ions (predominantly protons) and electrons to relativistic and near-relativistic velocities.
Particles are accelerated by solar flares as well; and large solar energetic particle (SEP) events, although dominated
by shock-accelerated particles, generally include flare-accelerated particles (some of which may be further accel
erated by the shock). Traveling near the speed of light, SEPs begin arriving at Earth within less than hour of the
CME lift-off/flare eruption and are channeled along geomagnetic field lines into the upper atmosphere above the
North and South poles, where they enhance the ionization of the lower ionosphere over the entire polar regions—
polar cap absorption (PCA) events—and can initiate ozone-depleting chemistry in the middle atn?d§itere.
events—“solar radiation storms” in NOAA terminology—can last several #ays.

The mid-19th century lacked the means to detect and measure SEPSs, and its most sophisticated technologies
were unaffected by them. Thus, in contrast to the widely observed auroral displays and magnetic disturbances, the
radiation storm unleashed by the solar eruption on September 1 went unnoticed and undocumented by contem
porary observers. There is, however, a natural record of the storm that can be retrieved and interpreted. Nitrates,
produced by SEP bombardment of the atmosphere above the poles, settle out of the atmosphere within weeks of
a SEP event and are preserved in the polar ice. Analysis of anomalous nitrate concentrations in ice core samples
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FIGURE 1.3An X17 flare observed during the 2003 “Halloween” storms with SOHO’s Extreme-ultraviolet Imaging Tele

scope (EIT) (left) and a difference image showing the associated halo CME (right). SOHO is stationed 1.5 million kilometers
upstream from Earth, at the Lagrangian point 1. These images suggest what might have been observed on September 1, 1859,
if 19th-century technology had been capable of building a SOHO-like space-based solar observatory. Courtesy NASA/ESA.

allows the magnitude of historical—i.e., pre-space-era—SEP events to be esfih@atel.an analysis indicates
that the 1859 event is the largest SEP event known, with a total fluence of 9cm#dor protons with ener
gies greater than 30 MeV, four times that of the August 1972 &vent.

The shock responsible for the radiation storm hit Earth’s magnetosphe@t50 GMT on September 2. It
dramatically compressed the geomagnetic field, producing a steep increase in the magnitude of the field’s hori
zontal (H) componer, which marked the onset of the geomagnetic storm. The compression of the field would
also have triggered an almost instantaneous brightening of the entire auroral oval (Figure 1.4).

The CME arrived shortly after the passage of the shock and triggered the main phase of the storm, the severity
of which can be inferred from contemporary reports of low-latitude auroras and magnetometer data from the Colaba
Observatory in Bombay, Indf&.The equatorward boundary of the aurora moves to increasingly lower latitudes
(relative to its nominal location at 55°-65° magnetic latitude) with increasing storm int&n&iy.observations of
the aurora as far south as the West Indies, Jamaica, Cuba, and San Salvador are thus evidence that the September
storm was extraordinarily intense. A rough quantitative measure of its intensity is provided by the Colaba data,
which show a precipitous reduction (1600 nT) in H at the peak of the storm’s main phase. Converted to 1-hour
averages, these data yield a proxy Dst index of approximately —8%0FoT.comparison, the largest Dst index
recorded since the International Geophysical Year (1957) is —548 nT for the superstorm of March 34, 1989.

Without upstream solar wind measurements such as are provided today by the Advanced Composition
Explorer, researchers can only speculate about the structure of the CME and the magnitude and preeise orienta
tion of the associated magnetic fiefd3Vhat can be inferred with certainty from the intensity and duration of
the September storm, however, is that very strong magnetic fields were associated with the CME and that their
orientation was opposite that of Earth’s. This allowed the two fields to merge and enormous amounts of energy to
be transferred into the magnetosphere, producing the magnetospheric and ionospheric phenomena characteristic
of a major magnetic storm: (1) increased earthward flow of magnetospheric plasma, creating or intensifying the
ring current®3 (2) the explosive release of stored magnetic energy in multiple magnetospheric substorms; (3) an
increase in the energy content of the radiation belts as well as the possible creation of temporary new belts; (4) the
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FIGURE 1.4 Far-ultraviolet images of the pre-shock (left) and post-shock (right) aurora obtained with the auroral imager on
NASAs IMAGE satellite during the July 14-15, 2000, “Bastille Day” event. Courtesy NASA/IMAGE FUV team.

development of intense auroral currents (electrojets) in the upper atmosphere; and (5) changes in the ionospheric
and thermospheric density at midlatitudes.

The storm was at its most intense on September 2, and the geomagnetic field required several days to recover.
Balfour Stewart, the director of the Kew Observatory near London, reported that the magnetic elements “remained
in a state of considerable disturbance until September 5, and scarcely attained their normal state even on September
7 or 8.84

The same chain of events described for the September storm—CME/eruptive flare onset, SEP acceleration
(probable), impact of the shock/CME on Earth’s magnetic field, the resulting magnetospheric and ionospheric
disturbances—will also have occurred in the case of the August 28/29 storm. The occurrence of low-latitude
auroras and the dramatic auroral displays witnessed at higher latitudes indicate that this was a severe storm as
well, although recently analyzed data from Russian magnetic observatories show that it was less intense and of
shorter duration than the September 2 st#rido solar eruptions were reported in association with the August
event, and so the transit time or shock/CME speed cannot be determined. It is not known whether the CME was
SEP-effective as well as geoeffectifedowever, it is not unreasonable to speculate that a less intense SEP event
was associated with the August 28/29 stéfm.

SPACE WEATHER EFFECTS AND SOCIOECONOMIC IMPACTS

The August-September auroral and magnetic storms of 1859 were recognized by contemporaries as extraordi
nary events, and they still rank at or near the top of the lists of particularly severe geomagneti® Givensthe
state of technology in the mid-19th century, their societal impact was limited to the disruptions of telegraph service
“at the busy season when the telegraph is more than usually reqditieel telegraph companies’ associated loss
of income, and whatever the attendant effects on commerce and railroad traffic control might h&%e been.

Today the story is quite different. Modern society depends heavily on a variety of technologies that are vul
nerable to the effects of intense geomagnetic storms and solar energetic particle events. Strong auroral currents,
which wreaked havoc with the telegraph networks during the Carrington event, can disrupt and damage electric
power grids and may contribute to the corrosion of oil and gas pipelines. Magnetic storm-driven ionospheric
density disturbances interfere with high-frequency (HF), very-high-frequency (VHF), and ultra-high-frequency
(UHF) radio communications and navigation signals from GPS satellites. Exposure of spacecraft to energetic
particles during SEP events and radiation belt enhancements can cause temporary operational anomalies, damage
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FIGURE 1.5LASCO images from October 28, 2003, showing the effect of solar energetic particle bombardment on one of
the SOHO coronagraphs. The image on the left is of the halo CME. The image on the right was obtained ~8.5 hours later.
Courtesy NASA/ESA.

critical electronicg! degrade solar arrays, and blind optical systems such as imagers and star trackers (Figure
1.5). Moreover, intense SEP events present a significant radiation hazard for astronauts on the International Space
Station during the high-latitude segment of its orbit as well as for future human explorers of the Moon and Mars
who will be unprotected by Earth’s magnetic fiétd.

In addition to such direct effects as spacecraft anomalies or power grid outages, a complete picture of the
impact of severe space weather events on contemporary society, with its complex weave of dependencies and
interdependencies, must include the collateral effects of space-weather-driven technology failures. For example,
polar cap absorption events can degrade—and, during severe events, completely black out—HF communications
along transpolar aviation routes, requiring aircraft flying these routes to be diverted to lower latitudes, at a not
inconsiderable cost to the airlifésnd inconvenience to the passengers.

WORKSHOP PLANNING AND REPORT STRUCTURE

This workshop report was prepared by the members of the committee responsible for organizing the May
2008 workshop. In response to its statement of task (Appendix A), the Committee on the Societal and Economic
Impacts of Severe Space Weather Events: A Workshop held a planning meeting prior to the workshop at which it
gathered information on the issues to be explored. During and following that meeting the committee developed
and refined the workshop structure, identified appropriate speaker candidates, and developed targeted questions
and other materials for the speakers and sessions. The workshop consisted of eight topical sessions, each with a
moderator, a rapporteur, and a panel of speakers representing different stakeholder industries, organizations, and
agencies (see the workshop agenda in Appendix B). There were two summary sessions as well, plus a brief intro
ductory talk by Daniel Baker, director of the Laboratory for Atmospheric and Space Physics at the University of
Colorado and chair of the committee. Each panelist received a separate set of questions intended to-elicit infor
mation relevant to the goals outlined in the committee’s statement of task. That information is summarized in the
succeeding chapters. The structure of the report follows, with one exception, the order of the topical sessions, with
each chapter summarizing the key points made during the panelists’ presentations and the subsequent discussions
and summary sessions. The exception is the session on extreme space weather events, held on the second day of
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the workshop. That session’s presentation by Jim Green (NASA Headquarters) on the Carrington event serves as
the starting point for the discussion of 1859 storms in this introductory chapter, while Paul O'Brien’s (Aerospace
Corporation) presentation on planning for extremes and extreme value analysis is summarized in Chapter 7, “Future
Solutions, Vulnerabilities, and Risks.” Abstracts were received from most of the workshop speakers, and those
are included, as submitted, in Appendix C of this report. The majority of the figures included in this report were
taken from the presentations made by the workshop panelists.

NOTES

1. Quoted in Green, J.L., et al., Eyewitness reports of the great auroral storm oA#l858pace Re88, 145-153,
2006, p. 149. This is one of a collection of papers published in a special igsdeaotes in Space Reseadgdicated to the
August-September 1859 geomagnetic storms. Extensive use was made of this collection in the preparation of this introduction,
as reflected in the notes that follow. Popular accounts of the Carrington event can be found in dlaekS8n Kings: The
Unexpected Tragedy of Richard Carrington and the Tale of How Modern Astronomy, Begarton University Press, Princ
eton, N.J., 2007, and Odenwald, S., and J.L. Green, Bracing the satellite infrastructure for a solScigofific American
August 2008.
2. Shea, M.A., and D.F. Smart, Compendium of the eight articles on the “Carrington Event” attributed to or written by
Elias Loomis in the American Journal of Science, 1859-186¢, Space Re88, 313-385, 2006, p. 149. Elias Loomis (1811-
1889) was a professor of natural philosophy at Yale University with a particular interest in meteorology. Loomis collected
reports of the aurora and magnetic disturbances observed during the 1859 storms and published them in eight installments in
the American Journal of Scienc&hese were compiled by Shea and Smart and published in the special idsirarafes in
Space Researdeferred to in note 1. Henry Perkins’ report is contained in Loomis’ third article and appears on pp. 332-333
of the ASRcompendium; the description of the red aurora seen over Havana is from a report published in the first installment;
it appears on p. 326 of t&SRcompendium.
3. The New York Timeéugust 30, 1859.
4. Green, J.L., and S. Boardsen, Duration and extent of the great auroral storm did85hace Re88, 130-135,
2006; Cliver, E.W., and L. Svalgaard, The 1859 solar-terrestrial disturbance and the current limits of extreme space weather
activity, Solar Physic224, 407-422, 2004. Cliver and Svalgaard (p. 419, Table VII) rank the aurora of September 2 second
on the list of the six documented lowest-latitude auroras, after the great aurora of February 1872 (low-latitude extent = 19°);
according to Green and Boardsen, however, the September 2 aurora extended to 18° geomagnetic latitude.
5. Standage, Thoma3he Victorian Internet: The Remarkable Story of the Telegraph and the Nineteenth Century’s
On-Line PioneersWalker & Co., 1998.
6. The Philadelphia Evening Bulletiis quoted inThe New York Timesf August 30, 1859. Sparking started fires in
some telegraph offices, and one operator, Frederick Royce of Washington, D.C., received “a very severe electric shock, which
stunned me for a moment.” A withess saw “a spark of fire jump from [Royce’s] forehead to the sounder.” Royce’s account of
his experience was reportedTihe New York Timesf September 5, 1859, and reprinted by Loomis (note 2) and G.B. Prescott
(note 7).
7. Prescott, G.B.History, Theory, and Practice of the Electric Telegrapttknor and Fields, Boston, 1860, p. 320.
8. Carrington, R.C., Description of a singular appearance seen in the Sun on SeptembeMoi.886t. Roy. Astron.
Soc.20, 13-14, 1860. Quoted in Bartels, J., Solar eruptions and their ionospheric effects—a classical observation and its new
interpretation,Terr. Mag.42, 235-239, 1937.
9. Carrington quoted in E.W. Cliver, The 1859 space weather event: Then anfidwoBpace Re88, 119-129, 2006.
The quote appears on p. 123.
10. Kirkwood, D., Solar phenomenblew Englander and Yale Revid®, 51-63, 1861, p. 62.
11. See Cliver, 2006, pp. 120-121, on the independent discovery in the early 1850s of the connection between geomag
netic activity and the number of sunspots by Edward Sabine, R. Wolf, and A. Gautier.
12. Prescott, G.B., The aurora borealifie Atlantic Monthly: A Magazine of Literature, Art, and Polit;s740-751,
1859, p. 748. This article is incorporated almost verbatim in Prescott's 1860 book on the telegraph (note 7).
13. Schréder, W., Herman Fritz and the foundation of auroral reseRliaret. Space Sci6, 461-463, 1998.
14. Loomis, E., The aurora borealis or polar lighgrper’s New Monthly Magazin&9, 1-21, 1869.
15. See Cliver, 2006, pp. 124-127, on the interpretation of the Carrington event in the 1930s and the development of the
modern understanding of solar-terrestrial relations.
16. Gosling, J.T., The solar flare myth, Geophys. Re88, 18937-18949, 1993.
17. Gopalswamy, N., Coronal mass ejections of solar cycld.28strophys. Astror7, 243-254, 2006.


http://www.nap.edu/12507

14 SEVERE SPACE WEATHER EVENTS—UNDERSTANDING SOCIETAL AND ECONOMIC IMPACTS

18. Gopalswamy, 2006.

19. According to a conservative estimate of its intensity, “the Carrington flare was a >X10 soft x-ray event, placing it
among the top ~100 flares of the last ~150 years.” See Cliver and Svalgaard, 2004, p. 410.

20. Bartels, 1937.

21. See Gopalswamy, 2006, p. 251, Figure 6.

22. Jackman, C.H., et al., Satellite measurements of middle atmospheric impacts by solar proton events in solar cycle
23, Space Sci. Re®25, 381-391, 2006.

23. For example, the largest >10 MeV SEP event of solar cycle 23 |déjeth@s, from 1705 UT on November 4, 2001,
until 0715 UT on November 10, 2001. (SReport of Solar and Geophysical Activity for November 10, 2i88lied jointly
by NOAA and the USAF.)

24. McCracken, K.G., et al., Solar cosmic ray events for the period 1561-1994. 1. Identification in polar ice, 1561-1950,

J. Geophys. Red406, 21585-21598, 2001.

25. McCracken, 2001; Shea, M.A., et al., Solar proton events for 450 years: The Carrington event in peragective,
Space Res38, 232-238, 2006. Shea et al. give a >30 MeV proton fluence of 5.8 entdfor the August 1972 SEP event
(Table 1). They state that this was the “first major large solar proton fluence event that was recorded by a spacecraft” and “it
is this event against which most comparisons are made” (p. 236). It should be noted that their Table 1 also includes the SEP
event of November 12, 1960, for which a fluence twice that of the August event is given {&nr3)0 However, as Shea
and Smart note in an earlier paper, there is considerable uncertainty about the actual value of the >30 MeV proton fluence
during this event (Shea, M.A., and D.F. Smart, A summary of major solar proton &aatsPhysicsl27, 297-320, 1990).

For example, Kim et al. note that values as small as 1.3 grik@ have been estimated for the November 1960 event (Kim,
M.-H., X. Hu, and F.A. Cucinotta, Effect of shielding materials from SPEs on the lunar and Mars surface, paper presented at
the AIAA Space 2005 Conference, August 30—-September 1, 2005, AIAA 2005-6653, 2005).

26. The magnetosphere is the region of space dominated by the geomagnetic field. It is populated by electrically charged
particles of varying composition (but mostly protons) originating in the solar wind and the ionosphere. The interaction with the
solar wind stretches the magnetosphere on the anti-sunward side into a long, comet-like tail that can extend millions of miles
downstream in the solar wind flow.

27. Cf. the magnetometer data from the Kew Observatory outside London, reproduced in Cliver, 2006, p. 123,
Figure 4.

28. Tsurutani, B.T., et al.,, The extreme magnetic storm of 1-2 September 188&ophys. Resl08(A7), 2003,
doi:10.1029/2002JA009504.

29. Yokoyama, N., Y. Kamide, and H. Miyaoka, The size of the aurora belt during magnetic gsarm&eophysl6,

566-583, 1998.

30. Siscoe, G., N.U. Crooker, and C.R. Clauer, Dst of the Carrington storm of A@5%pace Re88, 173-179, 2006.

The hourly Dst (disturbed storm time) index is the standard measure of magnetic storm intensity. It is derived from measure
ments made at four low-latitude magnetic observatories of the depression in the magnitude of the horizontal component of
the geomagnetic field. The depression in the field is caused by an increase in the energy density of the ring current, a current
system encircling Earth at low latitudes. It is the formation of a ring current that constitutes a magnetic storm. Use of the Colaba
data for a Dst proxy assumes that the contribution of low-latitude auroral electrojects to the depression in H was insignificant.
(For the opposite view, see Green and Boardsen, 2006, p. 134). It should be noted that Dst estimates for the September storm
calculated on the basis of assumed solar wind parameters can yield higher values. Tsurutani et al., 2003, predict a Dst of
—1760 nT. See also Li, X., et al., Modeling of the September 1-2, 1859, super magnetiddior&pace Re88, 273-279,

2006. In contrast, the upper limit Dst that Siscoe et al. derive from solar wind conditions is consistent with the proxy Dst of
-850 nT.

31. Cliver and Svalgaard, 2004, p. 416, Table VI; Tsurutani et al., 2003.

32. According to Tsurutani et al., 2003, the storm had a single, brief (1-1.5 hrs) main phase and was caused by a magnetic
cloud-type CME with an intense southward magnetic field and no contribution from a draped field in the sheath of shocked
solar wind between the CME and the shock. Siscoe et al., 2006, on the other hand, hypothesize that the storm consisted of two
main phases separated by a brief recovery. The first main phase was caused by a strongly southward sheath field; the second,
by a northward-to-southward rotation of the field within the CME.

33. See note 30.

34. Stewart, B., On the great magnetic disturbance which extended from August 28 to September 7, 1859, as recorded
by photography at the Kew ObservatdPil. Trans. Royal Sod.51, 423-430, 1861.

35. Nevanlinna, H., On geomagnetic variations during the August-September storms ohd@5Space Red2, 171-

180, 2008.


http://www.nap.edu/12507

INTRODUCTION 15

36. On the properties of SEP-effective shocks, Gepalswamy, 2006, p. 250, 84.2 and Figure 5.

37. Smart, D.F., M.A. Shea, and K.G. McCracken, The Carrington event: Possible solar proton intensity-time profile,
Adv. Space Re88, 215-225, 2006.

38. Cliver and Svalgaard (note 4) rank the Carrington event against other severe storms in terms of sudden ionospheric
disturbance, SEP fluence, CME transit time, storm intensity, and equatorward extent of the aurora. They conclude, “While the
1859 event has close rivals or superiors in each of the above categories of space weather activity, it is the only documented
event of the last ~150 years at or near the top of all the lists,” p. 407.

39. Walker, C.V., On magnetic storms and curreRts). Trans. Royal Sod.51, 89-131, 1861. The quote is from p. 95:

“The fact appears to have been that the disturbance was of such magnitude and of so long continuance, and this at the busy
season when the telegraph is more than usually required, that our clerks were at their wits’ end to clear off the telegrams (which
accumulated in their hands) by other less affected but less direct routes.”

40. Green et al., 2006, pp. 151-152, estimate a total global loss to the telegraph companies of $300,000 (lost revenue
+ operator labor loss) but note that there are not enough data to allow an estimate of the collateral impact of the telegraph
outages.

41. Damage to Nozomi’s communications and power subsystems during a SEP event on April 21, 2002, contributed to
the eventual loss of the Japanese Mars mission. The MARIE instrument on NASA's Mars Odyssey is believed to have been
irreparably damaged by SEP bombardment during the 2003 Halloween storms (Lee, K.T., et al., MARIE solar quiet time flux
measurements of H and He ions below 300 Me¥8th International Cosmic Ray Conferend®1-104, 2005). Ironically,

MARIE was designed to measure the martian space radiation environment.

42. NRC, Space Radiation Hazards and the Vision for Space Radiation: Report of a Workshdyational Academies
Press, Washington D.C., 2006; NR@anaging Space Radiation Risk in the New Era of Space Explordtien National
Academies Press, Washington, D.C., 2008.

43. “A typical flight duration for a polar route from a North American destination to Asia is over 15 hours. If the flight
must divert for any reason, an additional stop-off is required. This results in considerable time loss, additional fuel, and the
added time will require a whole new crew. The average cost of this kind of diversion is approximately $100,000.” NOAA,
Intense Space Weather Storms October 19-November 07, 12083\ National Weather Service, Silver Spring, Md., April
2004, p. 17.


http://www.nap.edu/12507

Space Weather Impacts in Retrospect

The first session of the workshop offered participants a retrospective look at the impact of some recent space
weather events on specific industries. The session was moderated by Peggy Shea (Air Force Research Laboratory
and University of Alabama), who opened the session with an overview of the principal kinds of space weather
disturbances and illustrated their effects on modern technological systems with examples that included the well-
known Quebec blackout during the magnetic superstorm of March 1989 and the disruption of the Anik eommuni
cations satellites in 1994, as well as some less well known events such as the disruption of Allied radars in 1942
by an intense solar outburst and the brief high-frequency communication outage experienced by Air Force One en
route to China during a solar event in 1984. She ended her talk with a comparison of the magnitude of historical
solar energetic particle (SEP) events, as determined from ice core samples, with that of more recent events and
pointed out that the SEP event associated with the Carrington flare of 1859 was four times larger than the August
1972 SEP event, thought to be the largest SEP event of the space era (see the discussion of the Carrington event
in Chapter 1). “We can go back in the past,” she concluded, “but we don’t know what will happen in the future.”
Nonetheless, as she noted in the abstract of her talk (see Appendix C), “technological planners should consider
the possibility of these extremely large events in the design of their operating systems.”

Shea’s comments set the stage for the four presentations that followed, each of which was devoted to the impact
of space weather on a particular technology or industry sector. The speakers were asked to (1) describe the effects of
a recent serious space weather event in their areas of expertise, (2) assess in broader terms the monetary or service
costs associated with such events, and (3) discuss the measures taken to adjust to or recover from space weather-
related disturbances. Frank Koza (PJM Interconnection) and Michael Bodeau (Northup Grumman) represented,
respectively, the electrical power and spacecraft industries. Leon Eldredge (Federal Aviation Administration) and
Angelyn Moore (Jet Propulsion Laboratory) both addressed, with different emphases, the effects of space weather
on navigation systems that rely on signals from Earth-orbiting satellites. Eldredge’s presentation focused specifi
cally on the Wide Area Augmentation System (WAAS) developed by the FAA to augment the Global Positioning
System (GPS), while Moore discussed space weather effects on GPS within the context of the International Global
Navigation Satellite System Service (IGS).

16
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SPACE WEATHER AND POWER GRIDS

Background

According to the U.S. Energy Information Administration, retail expenditures on electricity were approxi
mately $325 billion in 2006, the most recent year for which data are available, which represents approximately
2.5 percent of that year’s GDP. These values, while consequential, significantly understate the economic contri
bution of this industry since they do not reflect the consumer surplus that buyers receive from their purchases of
electricity. This point is illustrated in Figure 2.1, which depicts a hypothetical demand curve for electricity. At
price B, consumption of electricity equals, QGiven this price and quantity, expenditures on electricity can be
represented by area A while consumer surplus, the difference between what consumers are willing to pay for elec
tricity in excess of what they actually pay, is represented by atesr&a B represents the net economic benefits
to consumer from electricity and thus also represents the economic impact of a supply interruption on consumer
net economic welfare.

Because electricity is critical to maintaining modern lifestyles, the consumer surplus from electricity-is gener
ally believed to be very large relative to expenditures. As a result, interruptions in electricity supply are believed
to be very costly in terms of lost consumer surplus. For example, a recent study by de Nooij, Koopmans, and
Bijvoet estimated that for households in the Netherlands, the value of lost load, i.e., the estimated loss in consumer
surplus from an electricity market shortage, wa6.4/kWh (equivalent to US$24.47 per kWh as of August 11,
2008)2 This is about 95 times the 2006 average retail price paid by households in the NetReClansistent
with this estimate, the lowest estimate of the economic costs to the United States of the August 2003 blackout
in North America is $4 billiorf. To put this estimate in perspective, wholesale generation revenues in New York

Price
Area “A” represents

consumer
expenditures on
electricity

Area “B” represents
the consumer surplus
that society receives
from electricity

Hypothetical Demand for Electricity

Q, Quantity of Electricity

FIGURE 2.1A hypothetical demand function for electricity, expenditures on electricity, and the consumer surplus from
electricity.
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state, one of the states most affected by the blackout, were expected to equal approximately $46 million during
the blackout perioé.

The Workshop Presentation

The first speaker at this session was Frank Koza, executive director of Systems Operations at PJM Intercon
nection. PJM is a regional transmission organization with 164,905 MW of generating capacity that coordinates
the movement of wholesale electricity over 56,250 miles of transmission lines in all or parts of Delaware, Illinois,
Indiana, Kentucky, Maryland, Michigan, New Jersey, North Carolina, Ohio, Pennsylvania, Tennessee, Virginia,
West Virginia, and the District of Columbia. Koza began his presentation by noting that the impacts of space weather
on the power system have been well documented. Space weather can give rise to the superposition of extraneous
currents onto the normal operational flows on power system equipment. This can create conditions capable of
causing damage within seconds. Fortunately, the majority of the events result in relatively minor power system
impacts. However, the occasional serious event can have wide-ranging impacts.

One example of a space weather event that had a major impact was the March 1989 superstorm. During this
storm, a large solar magnetic impulse caused a voltage depression on the Hydro-Quebec power system in Canada
that could not be mitigated by automatic voltage compensation equipment. The failure of the equipment resulted
in a voltage collapse. Specifically, five transmission lines from James Bay were tripped, which caused a generation
loss of 9,450 MW. With a load of about 21,350 MW, the system was unable to withstand the generation loss and
collapsed within seconds. The province of Quebec was blacked out for approximately 9 hours.

Also during this storm, a large step-up transformer failed at the Salem Nuclear Power Plant in New Jersey.
That failure was the most severe of approximately 200 separate events that were reported during the storm on the
North American power system. Other events ranged from generators tripping out of service, to voltage swings at
major substations, to other lesser equipment failures (Figure 2.2).

Koza made the point that operators of the North American power grid constantly review and analyze the
potential risks associated with space weather events. Grid operators rely on space weather forecasts such as
those produced by NOAA's Space Weather Prediction Center (SWPC; see http://www.swpc.noaa.gov). They also
monitor voltages and ground currents in real time and have mitigating procedures in place. PIJM, as an example,
has monitoring devices in place at key locations on its system, which are monitored in real time. At the onset of
significant ground currents at the monitoring stations, PJM will invoke conservative operations practices that will
help mitigate the impacts if the solar event becomes more severe. During these operations, flows between low-cost
but more distant generating stations and load centers are reduced so as to maintain power grid stability.

What has changed since 19897 On one hand, space weather risks have declined because of increased awareness
by system operators and improved forecasts. On the other hand, the evolution of open access on the transmission
system has fostered the transport of large amounts of energy across the power system in order to maximize the
economic benefit of delivering the lowest-cost energy to demand centers. The magnitude of power transfers has
grown, and the risk is that the increased level of transfers, coupled with multiple equipment failures, could aggravate
the impacts of a storm. With respect to this trend, the long distance between Hydro-Quebec’s hydro-generation sta
tions and load centers is one of the factors that is believed to have contributed to its space weather vulnerability.

Koza also presented his vision of a “perfect storm” space weather event. One might think that an event that
occurred at peak load could produce the most severe impacts. However, at peak loads, almost all of the generators
are running, and loss of a given amount of generation would have less impact on grid stability than at light load.
Loss of multiple facilities at peak load, while of significant concern, can more readily be handled with emergency
procedures and other well-established practices.

In Koza’s opinion, the power system is more vulnerable to a severe geomagnetic storm during a period of
light load with unusually heavy transfer patterns, as is prevalent in the middle of the night during the spring and
the fall. Loss of multiple facilities at lighter loads, and high levels of long-distance transfers between low-cost but
more distant generating plants and load centers, set up the potential for voltage collapse with minimal ability for
mitigation. If several elements were lost at strategic locations, a voltage collapse and associated blackout would
be possible.
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FIGURE 2.2 Power system events due to the March 13, 1989, geomagnetic storm. SOURCE: Electric Power Research
Institute, Inc.

There were a number of questions from the audience following the presentation. One individual asked Koza
to rank the value of the space weather predictions that PJM receives from the SWPC on a scale of 1 through 10.
Koza indicated that the forecasts were invaluable, namely that their value warranted a ranking of 10 out of 10. One
of the committee members noted that Koza's assessment of increased power grid vulnerability during the spring
and the fall was troubling given the well-documented evidetict major space weather events are more likely
during the spring and fall (Figure 2.3).

SPACE WEATHER AND AVIATION NAVI GATION

Background

According to the FAA, enplanement (i.e., the number of passengers boarding airplanes) in the United States,
measured in millions of passengers per year, have more than doubled over the period from 1979 to 2006 (Figure
2.4). This growth is not without consequences, as almost any user of the JFK, Atlanta, and O’Hare airports can
attest. According to the FAA, nearly 27 percent of flights arrived late in 2007. The Air Transport Association (ATA)
estimates that aviation congestion costs the economy $12.5 billion a year. Under the traditional aviation manage
ment system, the situation is expected to worsen, given the FAA's projection that enplanements will increase at a
faster rate than GDP over the next 20 years. For example, the FAA has estimated that total passenger traffic between
the United States and the rest of the world will grow from 141.5 million in 2006 to 422.3 million i’ 2030.

To accommodate this growth, the FAA has contributed to the development of the Wide Area Augmentation
System. WAAS allows GPS to be used as a primary means of navigation. Specifically, the augmentation improves
GPS navigation integrity so that near-Category | approaches can be made at a large and increasing number of
U.S. airport$ Being able to land in poor weather at many more airports effectively increases the robustness of
the aviation system. Navigation accuracy is also improved. This capability effectively increases the capacity of
the aviation system by allowing for reduced horizontal and vertical separation standards between planes without
additional risk.
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FIGURE 2.3 Incidence of Kp8/Kp9 events by month, 1932-2007, based on an analysis of 222,072 observations. SOURCE:
Data from World Data Center for Geomagnetism.
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FIGURE 2.4 Historical summary of enplanements in the United States, 1979-2006. SOURCE: FAA enplanement reports,
various years.
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The Workshop Presentation

Leo Eldredge, program manager of the Global Navigations Satellite Systems Group at the FAA, began his
presentation by providing an overview of WAAS. WAAS relies on a network of 38 ground reference stations that
collect GPS satellite data. These data are sent through ground communications lines to three master stations that
evaluate GPS signal integrity and calculate clock, orbit, and ionospheric corrections to improve accuracy. The
integrity messages and augmentation data are distributed to users through two geostationary satellite eommunica
tions links (Figure 2.5).

Eldredge noted that WAAS provides continent-wide ionospheric corrections for use by single-frequency GPS
receivers through use of what is known as a thin shell model. This model takes the three-dimensional ionosphere

FIGURE 2.5 The WAAS architecture. SOURCE: Leo Eldredge, Federal Aviation Administration, “Space Weather Impacts on
the Wide Area Augmentation System (WAAS),” presentation to the space weather workshop, May 22, 2008.
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FIGURE 2.6 The thin shell model. SOURCE: Leo Eldredge, Federal Aviation Administration, “Space Weather Impacts on the
Wide Area Augmentation System (WAAS),” presentation to the space weather workshop, May 22, 2008.

(shown in green in Figure 2.6) and condenses it to a two-dimensional thin shell (purple). The accuracy of this
transformation is dependent on the total electron content in the ionosphere. Most of the time little information is
lost and the results are highly accurate. During periods of significant ionospheric disturbance, however, the thin
shell model may be inadequate to represent the more complex three-dimensional variations, which causes unac
ceptable unknown errors. In this situation, integrity, or assured accuracy, is not available in the affected areas, and
WAAS can only be used for two-dimensional guidance for a nonprecision approach and landing in these regions
throughout the duration of the ionospheric disturbance. Eldredge noted that because of the thin shell model’s vul
nerability, space weather “presents the largest limitation to vertically guided service.” While horizontal navigation
guidance was continuously available, vertical navigation guidance was unavailable for approximately 30 hours
during the three to four large geomagnetic storms experienced in October 2003.

Figure 2.7 depicts the geographic coverage of the vertical navigation service on a non-disturbed day, while
Figure 2.8 depicts the coverage at the height of the geomagnetic storm on October 29, 2003. On the non-disturbed
day, vertical navigation service was available throughout North America. On October 29, 2003, vertical navigation
service was not available throughout most of the United States. Eldredge noted that while space weather adversely
affected the availability of vertical navigation service, lateral navigation service for non-precision approaches and
integrity was maintained at all times for all users. In this sense, the system performed exactly as it was supposed to
during the October 2003 storms by withholding only the vertical service. Nevertheless, there would be societal and
economic consequences (e.g., flight delays) associated with the non-availability of WAAS if the aviation system
were dependent on WAAS and a major space storm occurred.

Eldredge concluded his remarks by noting that the movement to a dual-frequency GPS system, relying on
L1 and L5, is expected to eliminate the vertical service outages for users that equip with dual-frequency avionics.
However, it will be approximately a decade until the transformation to the dual-frequency system is complete.
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FIGURE 2.7 WAAS vertical service coverage on a non-disturbed day. SOURCE: Leo Eldredge, Federal Aviation Administra
tion, “Space Weather Impacts on the Wide Area Augmentation System (WAAS),” presentation to the space weather workshop,
May 22, 2008.

FIGURE 2.8 WAAS vertical service non-availability at the height of the storm on October 29, 2003. SOURCE: Leo Eldredge,
Federal Aviation Administration, “Space Weather Impacts on the Wide Area Augmentation System (WAAS),” presentation to
the space weather workshop, May 22, 2008.
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SPACE WEATHER AND SATELLITES

In his presentation, Michael Bodeau of Northrop Grumman Space Technology gave an overview of the eco
nomic services provided by commercial communications satellites and how the provision of those services can be
threatened by adverse space weather conditions.

The current fleet of approximately 250 satellites represents an approximately $75 billion investment with a
revenue stream in excess of $25 billion per year, or greater than $250 billion over the life of these satellites. As in
the case of both electric power and aviation, the latter figure understates the true economic value of commercial
communications satellites, given that the value to society equals expenditures by consumers plus the consumer
surplus (see Figure 2.1).

Some of the specific services that commercial communications satellites provide include:

u Communication services that provide remote populations with news, education, and entertainment (e.g.,
global cell phones, satellite-to-home TV and radio, and distance learning);

u A cost-effective means for interconnecting geographically distributed business offices (e.g., satellite links
of store registers to regional distribution centers provide automatic inventory control and pricing feedback at a
major retaileranda major auto maker utilizes a satellite-based private communication network to update its entire
system of dealer sales staff on new model features and service crews on new repair procedures);

u A cost-effective means of connecting businesses with their customers (e.g., facilitatingf-sale retalil
purchases made with credit debit cards at gas stations and convenience stores); and

u Critical backup to terrestrial cable systems vital to restoring services during catastrophic events (earth
guakes, hurricanes) that damage ground-based communications systems.

The central thesis of Bodeau’s presentation was that satellites are critical infrastructure and that space weather
has posed a constant challenge to designers and operators of satellites, and indirectly to their customers. The
impacts of space weather have ranged from momentary interruptions of service to a total loss of capabilities when
a satellite fails. Bodeau stressed that access to space weather data is critical to finding the cause of anomalies and
failures, which is the first step in making satellites more resistant to space weather events.

Bodeau indicated that there have been numerous studies correlating satellite anomalies with space weather.
The data he presented indicate that more than half the anomalies experienced in 2003 occurred during the October
2003 storms (Figure 2.9).
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FIGURE 2.9 Space weather and satellite anomalies/failures. SOURCE: Michael Bodeau, Northrop Grumman, “Impacts of
Space Weather on Satellite Operators and Their Customers,” presentation to the space weather workshop, May 22, 2008.
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One example of space weather’s impact on satellites was Telesat’'s Anik experience 9rO994nuary
20, 1994, Telesat’s Anik E1 was disabled for about 7 hours as a result of space weather-induced static-electric
ity-discharge damage to its control electronics. This satellite provides communication services in Canada. During
this period, the Canadian press was unable to deliver news to 100 newspapers and 450 radio stations. In addition,
telephone service to 40 communities was interrupted.

One hour after E1 recovered, Telesat's Anik E2 went off-air. As a result, TV and data services were lost to
more than 1,600 remote communities. Backup systems were also damaged, making the US$290 million satellite
useless. Approximately 100,000 home satellite dish owners were required to manually re-point their dishes to E1
and other satellites. The satellite was restored following a US$50 million-C$70 million 6-month recovery effort.
The costs of interrupted services across Canada (i.e., the loss in consumer surplus to Canadians) are unknown.

The Anik failures illustrate an important point that may be overlooked, given the understandable tendency to
focus on dramatic “big” space weather events such as the “Halloween” storms of 2003, the March 1989 storm,
and the Carrington event. Namely, the impact of space weather on spacecraft systems is not limited- to anoma
lies or failures that occur during the CME-driven geomagnetic storms (such as those just mentioned) that occur
episodically around solar maximum. Of major concern to the spacecraft industry are the periodic enhancements
of the magnetospheric energetic electron environment associated with high-speed solar wind streams emanating
from coronal holes during the declining phase of the solar cycle (see Figuré®J hd)Anik anomalies occurred
during just such an energetic electron storm, which had begun a week earlier as a high-speed solar wind stream
swept past Earth.

It should be noted as well that space weather-related spacecraft anomalies can occur even when there is no
CME-driven storm or high-speed stream. Energy transferred from the solar wind to the magnetosphere through
the merging of the interplanetary and terrestrial magnetic fields builds up in the magnetotail until it is explosively
released in episodic events known as magnetospheric substorms. Substorms, which occur during non-storm times
as well as storm times, inject energetic plasma into the inner magnetosphere and can cause electrical charge to
build up on spacecraft surfaces. The electrostatic discharge that occurs subsequently is one of the major causes
of spacecraft anomalies.

During the subsequent question-and-answer session, Bodeau was asked about the value of space weather
forecasts. His initial response was that communications satellites are supposed to operate 24/7 and that a forecast
in that sense is not useful. He then went on to indicate that behind-the-scenes repositioning and controlling of
a satellite could be delayed if it were known that adverse space weather conditions were expected. On the other
hand, if an anomaly that had occurred in the past had revealed a weakness in a satellite design, and if satellite
operators could do something to mitigate such a weakness by changing operations, then they would like to know
when adverse conditions were going to recur so that they could take preventive action.

Bodeau noted that the value of forecasts is more apparent with respect to science satellites, whose instruments
tend to be far more sensitive to the space environment than those of communication satellites. For science satel
lites, there are substantial risks and few benefits from operating under adverse space weather conditions, and thus
it would make sense to put their instruments and even the whole satellite into a safe mode when adverse space
weather conditions are projected.

SPACE WEATHER AND GPS SERVICES

Background

It would be difficult to overstate the societal contribution of GPS. As discussed in the first workshop session,
GPS is in the process of revolutionalizing aviation navigation. Other applications include the follbwing:

u GPS receivers enable users to determine the time to within 100 billionths of a second, without the cost of
owning and operating atomic clocks. This capability can be of enormous value to firms that need to synchronize
their network computers or instruments.
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u GPS technology is revolutionizing transport logistics by making it possible to track and forecast the move
ment of freight.

u GPS may one day result in a significant reduction in highway fatalities by warning drivers when their car
is about to leave the roadway.

u GPS-based applications enable farmers to adopt precision agricultural methods of planning, field mapping,
soil sampling, tractor guidance, crop scouting, and yield mapping. For example, GPS allows more precise applica
tion of pesticides, herbicides, and fertilizers, thereby increasing output at lower cost.

u GPS provides the fastest and most accurate method for mariners to determine their location. This is a sig
nificant benefit, given the nation’s reliance on imported oil carried by tankers and the environmental consequences
of ail spills.

The Workshop Presentation

Angelyn Moore of the Jet Propulsion Laboratory presented evidence on how space weather has impacted
GPS services. Her talk made use of data from the International Global Navigation Satellite System (GNSS) Ser
vice (IGS; formerly the International GPS Service), a voluntary federation of more than 200 worldwide agencies
that pool resources and permanent GNSS station data to generate precise GNSS!pRualticipants include,
among others, mapping agencies, space agencies, research agencies, and universities. Currently the IGS supports
two GNSSs: GPS and the Russian GLONASS (GLONASS, a navigation system comparable to the U.S. GPS, was
developed by the former Soviet Union and is now operated by the Russian Space Forces). Over 350 permanent,
geodetic GNSS stations operated by more than 100 worldwide agencies constitute the IGS network. These civilian,
dual-frequency stations contribute data to multiple data centers on at least a daily basis at a 30-second sampling
rate; subsets contribute hourly and four times hourly, and an IGS real-time pilot project is getting under way. The
IGS maintains a vendor-neutral stance and specifies only functional requirements; the network is therefore very
heterogeneous in instrumentation.

In her talk Moore noted that a representative station suffered intermittent loss of tracking on some or all chan
nels during periods of the October 2003 geomagnetic storms. The effect of such a loss of data will vary according
to how many stations in the area are available and whether all of them are affected, and on the application under
consideration. The IGS Ultrarapid orbits are a key IGS product that in 2003 were generated twice daily. Through
the final week of October 2003, some degradation of the Ultrarapid accuracy could be discerned: not all IGS
analysis centers were able to contribute orbit products, and accuracies slipped a few centimeters. Nevertheless, the
combined IGS Ultrarapid product achieved better than 10-cm accuracy for most satellites throughout the week. The
slight loss in accuracy would generally not have much of an impact on some types of geodetic processing, such
as long-term monitoring of plate motion. However, high-rate and real-time GPS analysis is rapidly improving in
detecting seismic surface waves and co-seismic displacéfiéAtand brief or partial loss of tracking because
of space weather during a critical event could certainly degrade applications with societal and economic impacts,
such as tsunami warning systems.

During the subsequent question-and-answer session, Moore was asked about the value of space weather
forecasts. Her response was that she would probably attach a low value to a forecast, probably 2 on a scale of 1
to 10. Her only caveat was that there might be users that would take alternative courses of action if a forecast of
adverse conditions were available. Moore also was asked if the affected receiver or receivers were semi-codeless
and therefore more sensitive to losing lock on the L2 signal than would be the case when L2 or L5 GPS coded
signals were available. She confirmed that this was the case.

SUMMARY

The starting point of this workshop session was the observation that the most severe events over the past few
solar cycles should not be viewed as an indicator of what could be expected in the future. For example, the Car
rington event in 1859 was approximately four times larger than anything seen in the past 50 years. Nevertheless,
there is evidence that space weather over the past two solar cycles has challenged the integrity of the electric power
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system, a key infrastructure in which interruptions in supply can have major economic consequences. Specifically,
the March 1989 geomagnetic space storm resulted in a major blackout in the Hydro-Quebec power grid and also
contributed to power grid anomalies throughout North America. In the opinion of Frank Koza of PJM tercon
nection, power grids such as PJM are most vulnerable to space weather during periods of light load with unusually
heavy electricity flows from generating plants to load centers, as is prevalent in the middle of the night during the
spring and the fall. This assessment of increased power grid vulnerability during the spring and the fall was found
to be troubling given the well-documented evidence that major space weather events are more likely during the
spring and fall. Given this coincidence between power grid vulnerability and the incidence of major space weather
events, it was not surprising that Koza indicated that PJM places a high value on space weather forecasts.

Evidence was also presented that space weather has impaired the provision of GPS. One notable example was
the FAA's inability to provide its GPS-augmented vertical aviation navigation guidance for approximately 30 hours
during the large geomagnetic storms in late October 2003. This vulnerability is expected to persist over the next
decade. The value of improved space weather forecasting may be less significant in this case than with respect to
electric power, since aviation safety can be maintained by increasing vertical separation standards. However, there
may be considerable interest by airlines and passengers in forecasts of severe space weather events because of the
impact of these events on the capacity of the aviation navigation system. Among the important societal applica
tions of GPS, Angelyn Moore noted that high-rate and real-time GPS analysis is rapidly improving in detecting
seismic activity, which in turn can have applications for tsunami warnings.

This workshop session also provided an overview of the economic value of services provided by satellites and
how the provision of those services can be threatened by adverse space weather conditions. Michael Bodeau of
Northrop Grumman indicated that numerous studies have correlated satellite anomalies with space weather. Spe
cifically, more than half the anomalies experienced in 2003 occurred during the large geomagnetic storms in late
October 2003. The economic impacts of these anomalies have ranged from minor to highly significant depending
on the nature of the impact and whether substitute services were available. The value of improved space weather
forecasts is dependent on the nature of the satellite service and the extent to which operators can mitigate the
potential damage to a satellite by changing operations.

NOTES

1. For more information about the concept of consumer surplus, see N.G. MRrkbiples of Microeconomic§ourth
Edition, 2007, pp. 138-142.

2. de Nooij, M., C.C. Koopmans, and C.C. Bijvoet, The value of supply security: The costs of power interruptions:
Economic input for damage reduction and investment in netwBriergy Economi 29(2), 277-295, 2007.

3. See http://www.eia.doe.gov/emeu/international.

4. Electricity Consumers Resource Council, The economic impacts of the August 2003 blackout, 2004, available at
http://www.elcon.org/Documents/EconomicimpactsOfAugust2003Blackout.pdf.

5. This estimate is based on forecasted load and day-ahead reference prices.

6. For example, C.T. Russell and R.L. McPherron, Semiannual variation of geomagnetic dciégphys. Reg8,

92-108, 1973.

7. Office of Aviation Policy and Plan$AA Long-Range Aerospace Forecasts: Fiscal Years 202, 20@ 2030,
September 2007, p. 10.

8. The glide path of a descending airplane passes through a “decision height” at which the pilot must decide to abort
or complete the landing. Category | precision conditions exist when the decision height is 200 feet or above and the runway
visual range is 2400 feet or greater.

9. Bedingfield, K.L., R.D. Leach, and M.B. Alexand&pacecraft System Failures and Anomalies Attributed to the
Natural Space EnvironmemM|ASA Reference Publication 1390, August 2006, pp. 1 and 5.

10. Encounters with high-speed streams recur approximately every 27 days during the declining phase of the solar cycle,
corresponding to the rotation period of the Sun. The geomagnetic disturbances associated with them are referred-to as “recur
rent” geomagnetic storms, which differ from CME-driven storms in both their cause and phenomenology. See J.E. Borovsky
and M.H. Denton, Differences between CME-driven storms and CIR-driven stdr@gophys. Red.11, A07S08, 2006,
doi:10.1029/2005JA011447. Instruments in space and on the ground monitor the substorm and energetic electron environments,
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which can provide some warning to satellite operators of hazardous conditions. These instruments are distinct from those used
to detect large solar flares and CMEs.

11. These examples are drawn from the National Executive Committee for Space-Based Positioning, Navigation, and
Timing, available at http://www.navcen.uscg.gov/gps/default.htm.

12. Dow, J.M., R.E. Neilan, and G. Gendt, The International GPS Service (IGS): Celebrating the 10th anniversary and
looking to the next decadAdv. Space Re86(3), 320-326, 2005, doi:10.1016/j.asr.2005.05.125.

13. Larson, K.M., P. Boudin, and J. Gomberg, Using 1-Hz GPS data to measure deformations caused by the Denali fault
earthquakeScience300, 1421, 2003, doi:10.1126/science.1084531.

14. Choi, K., A. Bilich, K. Larson, and P. Axelrad, Modified sidereal filtering: Implications for high-rate GPS positioning,
Geophys. Res. Le@?1, L22608, 2004, doi:10.1029/2004GL021621.

15. Bock, Y., L. Prawirodirdjo, and T. Melborne, Detection of arbitrarily large dynamic ground motion with a dense
high-rate GPS networlGeophys. Res. Le®1, L06604, 2004, doi:10.1029/2003GL019150.
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Space Weather and Society

The impacts of severe space weather events go beyond disruption of existing technical systems and can lead
to short- and long-term, collateral socioeconomic disruptions and problems. Both public and private sector orga
nizations need to understand how severe space weather can influence society and how it can be managed so as to
mitigate negative effects. The workshop’s second session considered past events and potential impacts now and in
the future, with consideration given to next-generation systems. The presentations were made by R. James Caverly
of the Department of Homeland Security and Todd La Porte, Jr., of George Mason University.

The presenters were asked to respond to these questions:

u What is your assessment of probable or reasonably possible societal impacts (economic and physical)
resulting from a significant space weather event?

u What different impacts can you envision in the future with new and expanded technologies, assuming no
additional space weather protection?

u What are the key factors in managing socioeconomic impacts of space weather events?

For each of the questions, consider both short- and long-term critical infrastructure outages caused by space
weather.

SPACE WEATHER, INFRASTRUCTURE AND SOCIETY

Much of the discussion focused on various types of infrastruttsweh as those for communications, electric
power, water, banking and finance, and transport4tiand the effects on the nation following their disruption for
extended periods. Of significant note is the increasing interconnectedness and complexity of most infrastructure,
together with ever expanding services dependent on infrastructure.

It was clear from the presentations and discussions in this workshop session that society faces different types of
risks due to space weather events now than it did during the Carrington event in 1859. Notable for both its scientific
and its technological impact, the Carrington event was probably the most important space weather event of the
past 200 years. It initially attracted scientific attention because it disrupted telegraphic communication for as long
as 8 hours, presented a visual panoply of nighttime lights to observers, and was widely reported in newspapers.
Caverly reasoned that a contemporary Carrington event would lead to much deeper and more widespread social

29
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disruptions than those of 1859. Basic to his contention are the enormous changes to the nation’s infrastructure over
the past century and a half and the virtual certainty of additional changes in the future.

Today scientists have a better understanding of the technical causes and implications of space weather, and
even of appropriate technical responses to it, than they did in the past. Knowledge of the social, institutional, and
policy implications of space weather is growing but is still rudimentary. The disruption of the telegraph system
in 1859 caused problems in communication, but because modern society is so dependent on large, complex, and
interconnected technical systefnand because these systems not only are vital for the functioning of the economy
but also are vulnerable to electromagnetic evemtscontemporary repetition of the Carrington event would
cause significantly more extensive (and possibly catastrophic) social and economic disruptions. La Porte said that
understanding the consequences resulting from interdependencies of infrastructure disrupted during significant
space weather is essential. Caverly stated that although systems may be well designed themselves, there is a need
to consider the “system of systems” concept and to examine the associated dependencies in detail. He added that
today there is growing awareness among planners, managers, and designers of this necessity.

In a parallel example, Caverly compared the effects of the 1906 San Francisco earthquake to its potential
effects today. To better understand this analysis, consider three termslo€arimpactof an event on an infra
structure dependencyf one infrastructure on another, and itierdependencgf an infrastructure on the one it
impacts. The 1906 earthquake had enormous direct influence on virtually all the infrastructures of San Francisco.
Today such an earthquake would have direct local consequendas kigruptions would also be felt across the
country because of the interconnectedness of the national infrastructures (Figure 3.1).

Caverly discussed how a space weather event could have an impact on delivery of electric power. For example,
following a power outage, electrified transportation ceases for the duration of the outage. When there is a short-
term power outage with rapid restoration, the impacts may be minimal. However, with a long-term outage (say,

FIGURE 3.1 Connections and interdependencies across the economy. Schematic showing the interconnected infrastructures
and their qualitative dependencies and interdependencies. SOURCE: Department of Homeland Security, National Infrastructure
Protection Plan, available at http://www.dhs.gov/xprevprot/programs/editorial_0827.shtm.
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several days, or perhaps, because of severe equipment damage, even considerably longer), then the loss of power
after backup power supplies are exhausted could affect water, communication, banking and finance, and just
about every critical infrastructure including government services. Loss of these systems for a significant period of
time in even one region of the country could affect the entire nation and have international impacts. For example,
financial institutions could be shut down, freight transportation stopped, and communications interrupted, as sug
gested in Figure 3.1. The concept of interdependency is evident (for example) in the unavailability of water due to
long-term outage of electric power and the inability to restart an electric generator without water on-site, supplies

of which have been exhausted.

In the discussion following Caverly’s presentation, a focus was electric power because of the dependencies
of virtually all other infrastructures and services on it and the fact that electric power can be seriously affected by
space weather events. Electricity is not storable in form; conversion from other energy sources (e.g., hydro, fossil
fuel, nuclear) is required, and the production of electrical energy must be instantaneously matched to the current
demand. It is transported via the electric power grids of the United States and Canada, requiring constant attention
to many details to assure safe, reliable, secure operations.

As the nation’s infrastructures and services increase in complexity and interdependence over time, a major
outage of any one infrastructure will have an increasingly widespread impact. For example, the dependence of
nearly all critical services on information technology is ever increasing, and the flow of information is itself depen
dent on communications infrastructure and a reliable supply of electric power. Backup power supplies do exist, but
in most cases only for limited periods. Service reliability includes provisioning of backup facilities, which must
be sufficiently isolated from each other that a single and perhaps even multiple events would not simultaneously
shut down both locations.

Other examples of key infrastructure dependencies discussed by Caverly included the following:

u Loss of key infrastructure for extended periods due to the cascading effects from a space weather event (or
other disturbance) could lead to a lack of food, given low inventories and reliance on just-in-time delivery, loss of
basic transportation, inability to pump fuel, and loss of refrigeration.

u Emergency services would be strained, and command and control might be lost.

u Medical care systems would be seriously challenged.

u Home dependency on electrically operated medical devices would be jeopardized.

RISK EVALUATION

As infrastructure designers plan ahead for next-generation systems, recognizing the likelihood of greater
interconnectedness and complexity, a key design parameter will be resiliency of the systems to both natural and
human-induced perturbations. As the systems transition to these newer designs, risk will be evaluated. The NIPP
(National Infrastructure Protection Plan) defines “risk” as a function of threat, vulnerability, and consequence:

R = {(T,V,C).

Workshop participants discussed broad conceptual approaches to making public infrastructure more resilient
to space weather events. These approaches are similar to those identified for ensuring national security and apply
to threats of many kinds, including natural and human-induced:

u Detect.ldentify potential attacks and validate and/or communicate the information, as appropriate.

u DefendProtect assets by preventing or delaying the actual attack, or reducing an attack’s effect on an asset,
system, or network.

u Mitigate. Lessen the potential impacts of an attack, natural disaster, or accident by introducing system
redundancy and resiliency, reducing asset dependency, or isolatingttm assets;

u RespondEngage in activities designed to enable rapid reaction and emergency response to an incident,
such as conducting exercises and having adequate crisis response ptamng, &nadl equipment; and

u RecoverAllow businesses and government organizations to resume operations quickly and efficiently,
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such as by using comprehensive mission and business continuity plans that have been developed through prior
planning.

As discussed by workshop participants and presenters, all risks cannot be totally eliminated. The goal is to
quantify risks and protect against or provide recovery as best possible, recognizing the value of early warnings.
Caverly emphasized that meeting these challenges successfully will be greatly enhanced with continued effective
partnerships between the infrastructure sectors and federal, state, tribal, and local governments, with international
coordination. He concluded with the caution, “We are good at what we know; we are not good at what we don't
know. Planning and preparedness is obviously the key.”

LOW-FREQUENCY/HIGH-CONSEQUENCE EVENTS

La Porte addressed the issue of how well equipped society is to deal with the potential disruptions caused
by space weather events and what the institutional implications of such impacts could be. He argued that space
weather events are a classical example of what social scientists call a low-frequency/high-consequence (LF/HC)
event, that is, an event that has the potential to have a significant social impact, but one that does not occur with
the frequency or discernable regularity that forces society to develop plans for coping with tHeTéecobn
cept of LF/HC events was helpful in giving participants in the workshop a way to think about the social problems
associated with and responses to space weather events. La Porte emphasized that this type of event raises a unique
set of problems for public (and private) institutions and governance. It requires different types of budgeting and
management capability and consequently challenges the basis for conventional policies and risk management.
Equally important, he emphasized, is that institutional and social responses to space weather events require a
totally different approach than do technical system responses.

La Porte pointed out that most social and political institutions are managed on the assumption that they
operate within a universe of constant or reliable conditions. Translated to the realm of space weather, this means
that social institutions operate under the assumption that they exist in an environment of consistent geomagnetic
conditions. The ability of managers to address long-term problems is dependent on their having the time, leader
ship, and necessary resources to develop robust solutions. When confronted with a LF/HC solar event, however,
the leaders of conventional social and political institutions find that management policies based on assumptions
of constancy do not work well. Moreover, because of the interrelatedness of the economic and technical systems
in modern society, risks to one part of the broader system tend to affect other parts of the system. Consequently,
it is difficult to understand, much less to calculate, the risks of future LF/HC events. Sustaining preparedness and
planning for such low-frequency events in future years is equally difficult.

La Porte emphasized that high-reliability systems are dependent on both technical and organizational phe
nomena. Each requires highly reliable operations, and each involves a wide range of institutions, technologies, and
stakeholders, exhibiting the functional differentiation that is characteristic of a complex, interdependent society.
In this context, the issues that are of particular importance for management are sustaining policy attention to the
issue, developing appropriate regulatory responses, and obtaining technical design options that can minimize or
eliminate disruptions due to rare extreme events, such as space weather events.

RESEARCH ON COMPLEX, ADAPTIVE SYSTEMS

La Porte acknowledged that the first response to the prospect of such technical and organizational disruptions
is to try to learn to predict anomalies and extreme events, in short, to study space weather. But he argued that to
stop there would be shortsighted. He emphasized the critical need to conduct research that enables understanding
of how to create and sustain high-reliability organizations or systems that can deal successfully with-ow-prob
ability issues in a socioeconomic and institutional context. Examples of such organizations include air traffic
controller operations, management of electric power grids, and aircraft carriers. Among the research questions
that need to be asked is how such organizations come to be dynamic in ways that allow them to absorb changes
and challenges from both the technical side and the economic or social environments within which these technical
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systems operate. These organizations are rare and expensive to maintain, and it is important to understand better
how they operate. Institutional learning is generally done through trial and error and in small-scale settings before
being expanded to larger-scale settings. But La Porte stressed that a different kind of research is needed to under
stand integrated technical and socioeconomic systems, including communications, electric power, transportation,
logistics, computation, and technical components operating in situations where the totality of the system cannot

be modeled. This limitation in modeling complex, interdependent technical and social systems, combined with

the fact that scientists can only model the implications of future geomagnetic events and cannot test the systems,
raises significant research problems. An additional and critical question for understanding potential socioeconomic
consequences of space weather events is how managers and organizations can learn to deal with severe geomagnetic
events without directly experiencing them.

Despite these difficulties, there are ways in which organizations can think about adaptation to aned manage
ment of extreme space weather events. Research on complex adaptive systems has done a great deal to enhance
understanding of certain situations, despite the fact that understanding how to deal with unknown and not-yet-
experienced situations is still extremely difficult. Auto-adaptive systems in which technical competence is high,
organizational capacity is high, and openness to new ideas is high should be studied, although it is extraordinarily
difficult to find these three qualities in a single organization. La Porte cited the states of California and Florida as
providing good examples of public sector learning in response to unexpected, high-consequence events because of
their capacity to respond to earthquakes and hurricanes. He emphasized the roles of political leadership, support
from the business community, and the existence of a knowledgeable public in bringing this about.

The second consideration La Porte emphasized is what he and colleagues have written about as the efficiency-
vulnerability trade-off. This trade-off operates where technical systems and capitalist market systems intersect.
Economic matters tend toward efficiency, and efficiency means that business decision makers and policy makers
inevitably have to make budgetary choices among actions with various costs. Rare or uncommon situations that
have not occurred in the recent past are viewed as ripe for elimination of “unneeded” costs. Although this approach
improves the immediate bottom line, it can significantly hamper robust operations in the future, when the rare
event or uncommon situation may actually take place. When these rare events have negative impacts on systems
with complex dependencies and interdependencies, businesses, institutions, and governments could find that their
capacity to respond effectively has been compromised. Managers might discover too late that the seemingly slack
resources that were reprogrammed have been quickly consumed by other uses and lost. Under these conditions,
the social response to unexpected space weather events could be inadequate and could lead to other significant
socioeconomic problems.

In conclusion, La Porte emphasized the need for more research on issues related to dependency creep and
the efficiency-vulnerability trade-off. This is especially important, he argued, for institutions with relative long
time horizons. Dependency creep can occur when systems that were developed for one purpose are used by other
people for new purposes. That is, existing systems are extended to deal with evolving problems. As a result, new
constituents place new demands on the systems and expand them to respond to other issues. Over time, dependency
creep can be a significant challenge to both effective policy making and efficient management and operations.

SUMMARY

Severe space weather can induce abnormalities in and can damage modern systems, including economic
systems, that constitute the nation’s critical infrastructure. Service disruptions of relatively short or conceivably
very long duration may spread from a directly affected system to many other systems due to dependencies and
interdependencies among, for example, electric power supply, transportation and communications, information
technology, and government services. As systems become more complex and adaptive over time, the social and
economic impacts of space weather are likely to increase.

Space weather events may be characterized as low-frequency, high-consequence events. Institutions have
developed relatively good ways to prepare for and defend against damaging events that are well understood and
likely to occur relatively often. However, low-frequency events, even if the potential damage is great,-are typi
cally less well understood and are not given the attention needed to develop complex, costly protection. Speakers
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in this workshop session emphasized the importance of devoting greater attention to technological, institutional,
and management responses to these events, given what is known about space weather events and their potential
to have increasingly broader impacts on both technical and socioeconomic systems.

NOTE

1. Perrow, C.Normal Accidents: Living with High-risk Technologi€sinceton University Press, Princeton, N.J., 1999.
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Current Space Weather Services Infrastructure

The goal for the workshop’s third session was to identify the space weather products (data, services, and
forecasts) that are available, the organizations that provide these products, and the means by which these products
are made available to a wide variety of customers. To begin, five panel members, representing various government
sectors of the U.S. and European space weather community, were invited to provide their perspectives. The panel
included O. Chris St. Cyr and Charles Holmes, both from NASA; William Murtagh of the Space Weather Prediction
Center (SWPC) of the National Oceanic and Atmospheric Administration (NOAA); Major Herbert Keyser from
the U.S. Air Force (USAF) Director of Weather’s office; and Michael Hapgood of the Science and Technology
Facilities Council's Rutherford Appleton Laboratory. These speakers were asked to provide a review of current
space weather resources and services along with their understanding of which elements are most important and
which may be missing or require substantial effort to meet customers’ expressed needs and expectations. To aid
in the preparation for the workshop, each of the speakers was asked to answer the following questions:

1. What current data sources and services infrastructure are used or provided by your organization(s)?

2. What space weather services (including data) are provided? Identify which are situational awareness (now-
casting) services and which are forecasting services.

3. What models and tools do you use to provide your services? Identify which are physics based, expert
system based, neural network based, empirically based, and so on.

4. Who are your primary customers?

5. What is the latency of the services relative to real time? For the forecasting services, what is the prediction
window?

Two additional questions were specifically addressed to the NASA representatives:
6. Will NASA provide its own space weather monitoring for the exploration missions or will it also rely on
support from others such as NOAA?

7. Does NASA plan to help with the transfer to operations of the results from the theory and modeling pro
grams it supports?

35
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These questions, and the answers and comments presented in this chapter, helped to clarify the existing status
of space weather resources, how they can be accessed, and what is needed to maintain them. At times, the questions
and comments from the audience extended somewhat beyond the session’s main purpose to address, for example,
the issue of how new forecasters can be attracted and educated to maintain the staffing of the infrastructure.

SPACEWEATHER DATA, INFRASTRUCTURE, AND SERVICES PROVIDED FOR
SPACEWEATHER SITUATIONAL AWARENESSAND FORECASTING

NASA and NOAA Roles

Space weather data are currently provided by assets controlled by government organizations in both the
civilian (primarily NASA and NOAA) and the defense sectors (primarily the USAF). NASA relies on a fleet of
spacecraft in Earth orbit as well as in orbits around the Sun at 1 AU. See Figure 4.1. Although the NASA mis
sions are all primarily for scientific research, they provide much of the space weather data used by both civilian
and military customers. NASA space missions track solar disturbances from their sources on the Sun, follow their
propagation through the heliosphere (i.e., interplanetary space), and measure their impacts at Earth. The satellites
use a combination of remote sensing observations of the Sun and direcinreagurements of the solar wind.

FIGURE 4.1 Missions collecting heliophysics data. SOURCE: O.C. St. Cyr, NASA-GSFC, “Current Space Weather Services,”
presentation to the space weather workshop, May 22, 2008.
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The Earth-orbiting spacecraft take critical measurements of space weather effects in Earth’s magnetosphere and
ionosphere. In addition, numerous ground-based observatories provide data for characterizing space weather
conditions and effects.

NASA's role in space weather was discussed by St. Cyr (NASA/Goddard) and Holmes (NASA Headquarters).
St. Cyr noted that although NASA missions are driven by scientific priorities, these missions can and do supply
substantial and critical space weather information. However, NASA does not provide space weather situational
awareness (SAjpnd forecasting services. NASA does have strong theory and modeling programs that are attempt
ing to produce physics-based models that can be used in the development of forecasting and SA tools. As such,
at NASA, heliophysics is the science behind space weather. St. Cyr emphasized NASA's research-to-operations
challenge that foresees the adoption of a distributed sensor network coupled to future large-scale data-assimila
tion space environment models. He pointed to NASA's support for the development of space-based sensors that
make many of the measurements needed for space weather applications and noted that many are developed for the
first time at NASA and then transitioned to operations with other agencies. In many cases, the data returned from
NASA's near-Earth and interplanetary missions, especially ACE and SOHO (in cooperation with the European
Space Agency) are used for space weather analysis. Providing a data beacon on ACE so that its summary data
could be made available to organizations, like NOAA SWPC, created the ability to generate new forecasting and
SA services. Holmes noted that NASA has deployed beacons on the currently operating Solar-Terrestrial Relations
Observatory (STEREO) spacecraft. NASA would like to provide beacons, wherever feasible, on its future satellite
missions such as the Radiation Belt Storm Probe (RBSP) and the Magnetosphere Multi-Scale (MMS) mission. He
also noted that NASA, which operates a large fleet of spacecraft affected by space weather, is developing require
ments in an ongoing study that is examining the current status of SA services and forecasting and is looking at how
these activities can be improved using today’s knowledge. One of the primary questions the study will address is
what is needed from the space weather perspective if NASA sends humans back to the Moon and to Mars.

Holmes described the linkages between the existing Heliophysics Great Observatory, the data it provides, and
the science being developed by using these data. This science provides the necessary basis for space weather SA
and forecasting. He pointed out a relatively recent development from SOHO that improves the ability to predict
solar radiation storms. A new data analysis technique allows electron particle flux measurements from the COSTEP
sensor to be used to predict the arrival times of MeV protons from solar events. This science result has now been
turned into a near-real-time capability to forecast the arrival of solar protons in near-Earth space where these
protons can harm satellites and humans. He also emphasized that in time, as the STEREO Behind spacecraft gets
farther away from the Earth-Sun line, as shown in Figure 4.2, it will provide a view of solar disk features about
a week or more in advance of when they will be visible from Earth. Combining the STEREO Ahead and Behind
views with the SOHO view (on the Earth-Sun line) currently provides NOAA and Air Force Weather Agency
(AFWA) forecasters with a nearly 360° view of the solar surface. These data can be used to forecast when active
regions on the Sun will be in a position to affect Earth, should they erupt. He then noted that when launched the
Solar Dynamics Observatory (SDO) will provide continuous space weather data with only a 15-minute delay.
Thus data from solar eruptions and their evolution will be available to forecasting models in near-real time. The
SDO project has been working with the forecast community to identify the useful data content, and to show how
the SDO data can be accessed.

As mentioned above, NASA spacecraft provide sources of raw data that are used directly by customers to
access space weather SA. However, these data are also used by the NOAA National Weather Service (NWS) SWPC,
the USAF, and European organizations to produce more refined, long-term forecasting products.

The NOAA SWPC has primary responsibility for the civilian communities’ operational space weather prod
ucts and forecasting services. Murtagh noted that NOAA SWPC provides multiple watches, warnings, alerts, and
summaries to inform the user communities. These notices are often automatic responses to expected disturbances
that are forecast based on past experience and current data. These may be general, such as expectations that there
may be a solar event based on structures observed on the solar disk. In such cases, the notice identifies which
data generated the concern and provides some limited information on the basis for the forecast. Watches are used
for making long-lead predictions of geomagnetic activity. Warnings are used to raise customers’ level of alert
ness based on an expectation that a space weather event is imminent. Alerts indicate that the observed conditions,
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FIGURE 4.2 STEREO orbitsLeft: Heliocentric inertial coordinates (ecliptic plane projectidight: Geocentric solar eclip

tic coordinates, fixed Earth-Sun line (ecliptic plane projection). SOURCE: Charles P. Holmes, NASA Heliophysics Division,
Science Mission Directorate, “NASA's Heliophysics Great Observatory,” presentation to the space weather workshop, May
22, 2008.

highlighted by the warnings, have crossed a preset threshold or that a space weather event has already started.
Finally, summaries are issued to keep customers informed about the progress of the event and to characterize the
event once it has ended.

NOAA SWPC also provides 39 types of event-driven space weather operational pfdsligsrcent from
GOES; 38 percent from ground-based magnetometer measurements; 7 percent from the USAF’s ground-based
Solar Electro-Optical Network (SEON), which comprises the Solar Optical Observing Network (SOON) and
the Radio Solar Telescope Network (RSTN); and 2 percent from NASAs ACE spacecraft, as shown in Figure
4.3. NOAA requires that primary data sources be real time and continuous, and that they have redundancy. This
requirement is not met for most of the NASA research missions with the exception of ACE. ACE provides data
to NOAA from its position at the L1 Lagrangian point between the Sun and Earth. It is a primary data source for
measurements of solar particles and magnetic fields. ACE provides a critical ~45-minute advance warning before a
coronal mass ejection (CME) strikes Earth. The lack of a primary source of continuous coronagraphic observations
like those provided by SOHO/LASCO puts NOAA in a vulnerable situation. Without a solar coronagraph it would
be difficult to predict the properties and trajectories of CMEs that are responsible for large geomagnetic storms.

NOAA forecasters use different scales and categories to characterize the magnitude and impact of space
weather events in much the same way as meteorologists use intensity scales for hurricanes and tornados. For
example, NOAA uses the R-scale, for radio blackouts based on solar x-ray flux from GOES, to characterize the
level of interruption of communication in frequency ranges affected by the solar radio flux. NOAA alse charac
terizes the magnitude of solar proton events and magnetic storms using the S-scale and the G-scale. These space
weather scales are described in detail on NOAAs website (see http://www.swpc.noaa.gov/Data/) and are sum
marized in Table 4.1.

NOAA's team of space weather forecasters uses more than 1,400 different types of data from NOAA, NASA,
the USAF, and the USGS and other space- and ground-based platforms around the world, providing a variety of
products and services for the worldwide space weather community via the NOAA website, by anonymous FTP
server, and, for subscribers, as e-mail messages. The products are presented to the customer both graphically and
textually. Twenty-four space weather alerts and 12 selected products are also available via the NOAA Weather
Wire, the NWS direct broadcast system. The products and alerts available via Weather Wire are described on an
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FIGURE 4.3 Space weather data sources. Primary data sources, which are required for driving operational products, must be
real-time and continuous. Secondary data sources are used to enhance products. SOURCE: William Murtagh, NOAA Space
Weather Prediction Center, “Current Space Weather Services Infrastructure,” presentation to the space weather workshop,
May 22, 2008.

associated website (see http://www.swpc.noaa.gov/wwire.html). In addition to giving a view of the current situ
ation, or now-casting, NOAA's products also provide near-term (hours to days) and long-term (months to years)
forecasts and trends. An example of the latter is the forecast that attempts to project the duration of space weather
events and, for solar events, provide some guidance relative to delayed effects like magnetic storms that are often
generated by the resultant disturbed and enhanced solar wind. Another example is the use of GOES measurements
to make 24- to 48-hour advance predictions of trapped radiation fluxes at geosynchronous orbits.

Department of Defense Efforts

The Department of Defense (DOD) is both a user and a supplier of space weather information. Herbert Keyser
noted that presidential policy makes the DOD responsible for protecting U.S. space-based activities. This makes it
of utmost importance for the DOD to elevate the capabilities of its space weather systems and improve the quality
of its products. Within DOD, the USAF is the lead organization for space weather activities. The Air Force uses
space-based observations from satellites operated by the Defense Meteorological Satellites Program (DMSP), the
Defense Support Program (DSP), and the Communications/Navigation Outage Forecast System (C/NOFS), to
name a few. The Global Positioning System (GPS) network is used to provide data on the total electron content
(TEC) of the ionosphere. Ground-based measurements provided by the USAF currently include those made by
the Solar Optical Observing Network (SOON), Radio Solar Telescope Network (RSTN), and Digital lonospheric
Sounding System (DISS). In the near future, the Improved SOON (ISOON) will replace the SOON, and the Next
Generation lonosonde (NEXION) sensors will replace the DISS. Most of these facilities operate 24 hours per day
or, in the case of the solar observatories, from sunrise to sunset.

To meet its DOD customers’ needs for space weather data and products, the Air Force combines NOAA's
data with data from its own sources. For example, the NOAA data products are used by the specialists at AFWA
to provide assessments of the impacts of space weather on many different DOD “missions,” a mission being a
task that needs to be performed to support DOD activities. Keyser described five example mission areas that are
affected by space weather: geolocation, communications, satellite operations, space tracking, and navigation. To
perform these missions with high reliability requires knowledge of the ionospheric electron content, ionospheric
disturbance levels, energetic particles, radiation disturbances, and magnetic disturbances, respectively. lonospheric
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TABLE 4.1 NOAA Space Weather Scales

Radio Blackouts

Category Effect Physicd | Average Frequeny
measure (1 cycle = 11 years)
Scale | Descriptor Duration of eventwill influence severity of effects
. Kp values* Number of storm evest
G eom agn et | C St Or m S determined when Kp level was met;
every3 hours (number of storm dzs)
Power systems: widespread voltage control probnd protective systeproblenscan occur, some grid Kp=9 4 per cycle
systens may experience complete collapse or blackouts. Transformers may experience damage (4 days per cycle)
Spacecraft operations: may experience extensive surface chamgiblgms with orientation, uplink/downlink
G5 |Extrere and tracking satellites.
Other systems pipeline currents can reach hundreds gfsiF (high frequency) radio propagation may be
impossible in many areas for one to two days, satellite navigation may be defgratiegs, low-frequency radi
navigation can be out for hours, and aurora has beerasdew as Florida and southern Texas (typically 40°
geonagnetic lat.)**
Power systems: possible P voltage control p| protective ill mistakenly trip | Kp=8, 100 per cya
out key assets frotthe grid. including a 9- | (60 days per cycle)
Spacecraft operations: may experience surface charging and trpokirigms, corrections may be needed for|
G 4 | Severe | orientation problms
Other systest induced pipeline currents affect preventiveasures, HF radio propagation sporadic, satellite
navigation degraded for houtew-frequency radio navigation disrupted, and aurora has been seen as lowas
Alabama and northern California (typically 45° geomagnetic lat.)**
Power systems: voltage corrections may be requiree, #alsns triggered on some protection devices. Kp=7 200 per cya
Spacecraft operations: surface charging may occur on satellite components, drag may increase on low-Harth-orbit (130 days per cycle)
G 3 | stog satellites, and correctiomsay be needed for orientation probie
Other systemst intermittent satellite navigation and low-frequency radio navigation problems may occur, HF
radio may be intermittent, and aurora has been selewass lllinois and Oreguo (typically 50° geomagneti
lat.)**.
Power systems: high-latitude power systenay experience voltage al@s long-duration stansmay cause Kp=6 600 per cya
transformer damage. (360 days per cycle)
G 2 | Moderae Spacecraft operations: corrective actions to orientation may be required by ground control; possible charjges in
drag affect orbit predictions
Other system HF radio propagation can fade at higher latituaied,aurora has been seen as low as New Ydrk
and Idaho (typically 55° geomagnetic lat.)**
Power systems: weak power grid fluctuations can occur. Kp=5 1700 per cye
G 1 | Minor Spacecraft operationsiinor impact on satellite operations possible. (900 days per cycle)
Other systemst migratory animals are affected at this and higher levels; aurora isorgywisible at high
latitudes (northern Michigan and Maine)**.
* Based on this measure, but ofpleysicalmeasures are also considered
**_For specific locations around the globe, use ggmetic latitude to determine likely sightiigee www.sec.noaa.gov/Aurora)
. - Fluxleve of > | Number of events when
Solar Radiation Storms 10MeV | flux level was met
particles (ions)*
Biological: unavoidable high radiation hazard to astronat (3 hicular activit and | 10° Fewer than 1 per cycle
crew in high-flying aircraft at high latitudes may be exposed to radiation risk. **
Satellite operations: satellitesay be rendered uselessemory impacts can cause loss of controby cause
S 5 | Extrene | serious noise in iage data, star-trackers may be unable to locate sources; permanent damage to solar panels
possible.
Other systemst complete blackout of HF (high frequency) coamications possible through the polar regions,
and position errors make navigation operations exheniifficult.
Biological: unavoidable radiation hazard tdrasauts on EVA; passengers and crew in high-flying aircraft aff 10° 3 per cycle
high latitudes may be exposed to radiation risk.**
S4 | severe Satellite operations: may experience memory device problems and noisagingraysters; star-tracke
problens may cause orientation problesand solar panel efficiency can be degraded.
Other systemst blackout of HF radio commmications through thpolar regions and increased navigation errors
over several days are likely
Biological: radiation hazard avoidance recommended for astronauts on EVA; pasaetgeesw in high-flying | 10° 10 per cycle
aircraft at high latitudes may be exposed to radiation risk.**
S3 | stromg Satellite operations: single-event upsets, noise in imaging systems, and slight reduction of efficiency in spla
panel are likely.
Other systes degraded HF radio propagation through therpelgions and navigation position errors likely.
Biological: passengers and crew in high-flying aircraft at high latitmi@gbe exposed to elevated radiatio 107 25 per cycle
risk.***
S 2 | Moderae | Satellite operations: infrequent single-event upsets possible.
Other system effects on HF propagation through the polar regions, and navigation at polar cap locations|
possibly affected.
Biological: none. 10 50 per cyad
S1 | Minor Satellite operations: none.
Other systerst minor impacts on HF radio in the polar regions.
* Flux levels a 5minute averages. Flux in pizles-s"stef"-cm” Based on this measure, but other physiuaisures are also considered.
** These events cdastmore than one day.
*** High energy particle (>100 MeV) are a better indicator of radiation risk to pagsemg crews. are
GOES X-ry Number of events when

peak brightness
by class and by
flux*

flux level was met;
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URL: www.sec.noaa.gov/NOAAScale

SOURCE: NOAA Space Weather Prediction Center; see http://www.swpc.noaa.gov/INOAAscales/.
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disturbances affect both communications (because of signal fade, degradation, and loss) and navigation (GPS signal
degradation) in much the same way. Figure 4.4 summarizes the sources and types of space weather measurements
that are needed to support each of those five military mission areas.

Keyser indicated that, in addition to the missions and products shown in Figure 4.4, the overarching mission
is to be able to distinguish between natural and man-made problems with U.S. technologies and sgstems
are the “bad guys trying to prevent us from doing what we want to do.” The Air Force has to be able to attribute
problems with systems to one of three categories: hardware and software failures, space weather effects, or any
direct attacks on the systems. For example, was a solar radio burst or a thunderstorm the cause of a communica
tion problem, or was it caused by someone trying to deny the use of the communication band? He noted, “If we
can get to the point where we can plan and forecast space weather, . . . then we can mitigate these problems and
possibly even exploit the advantage that we would have.”

Given the Air Force’s desire for products to enable the above missions, Keyser outlined current capability
levels using a color-coded scale, as shown in Figure 4.4. In addition, he discussed different space weather effects
in relation to impacts and indicated how AFWA forecasters generated their products, some of which include the
following: ionospheric analyses, 24-hour forecasts, HF communications and geolocation error analyses, and auro
ral impacts on operations. It was immediately clear that much of the forecasters’ output was based on “rules of
thumb” and statistical relationships. It was also clear from Keyser's presentation that many of the products were
useful for now-casting, rather than forecasting, space weather events. To date, physical models are not routinely
used, but AFWA is making progress on space environment models (see the section titled “Space Weather Models
and Tools” below). AFRL R&D work is progressing but needs more funding to transition these elements-to opera
tions. For example, AFWA incorporated the GAIM (Global Assimilation of lonospheric Measurements) model
into its operations a year and a half ago. Such tools can make a great difference for the DOD. Keyser noted that
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